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How to read this report 

This report is a supplement to the 2025 JCOTS report on AI Chatbots. It is organized into eight 
sections:  
● The executive summary provides an overview of the report’s key themes and 

recommendations; 
● The study background explains the impetus and scope of the report; 
● Key concepts provides definitions for important or specialized terms used throughout the 

report; 
● The introduction provides an overview of the policy issues around AI chatbots and 

emotional and relational harms; 
● Revisiting AI chatbots recaps several key points from the previous 2025 JCOTS study on AI 

chatbots and delves more deeply into several topics specific to the proposed Virginia 
legislation, including emotional and relational harms and risks, AI companionship, minors’ use 
of chatbots, and lessons to be learned from policy on social media; 

● Virginia proposed legislation provides an overview of the two chatbot bills introduced in 
the last General Assembly session; 

● Policy landscape offers a review of how other states have legislated on chatbots in the last 
year, congressional proposals at the federal level, and litigation concerning chatbots; 

● Recommendations sets out several overarching policy principles and policy options for 
addressing the risks and harms associated with AI chatbots if legislation were to be re-
introduced in Virginia. 
 

The report can be read as a continuous document, or readers can skip to sections of interest.  
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Executive Summary 
This report examines the opportunities, risks, and harms associated with using AI chatbots for 
companionship. It further explores how minors are using AI chatbots and specific policy issues for 
youth users of these products. This year legislatures across the United States turned their attention to 
chatbots, introducing around 100 chatbot bills, with 16 signed into law. Legislative action has 
responded to growing chatbot use; a 2026 Pew survey found that around 50% of American adults and 
64% of American teens use chatbots, and many users report turning to chatbots for emotional or 
mental health support. Alongside this trend, journalism and academic research have begun surfacing 
concerning risks and harms associated with AI chatbot use, especially sustained, longer-term 
engagement with chatbots, including cases of delusional spirals, emotional dependence, and suicide. 
These emotional and relational harms are the result of the complex interactions between humans and 
machines, which impact people’s psychological states, emotional conditions, and social lives.  
 
Beyond the emerging risks of chatbots more broadly, several high-profile tragedies have drawn 
particular attention to the risks of minors using chatbots. The unique developmental needs of minors 
suggest that they may be more susceptible to emotional and relational risks. However, the report finds 
both adults and minors experiencing documented emotional and relational harms correlated with 
chatbots, and scientific evidence on minors’ engagement with chatbots is limited. Documented cases 
of emotional and relational harms for all users have generally involved turning to chatbots for intimate 
or romantic interaction or mental health support—types of engagement that might be considered 
forms of “companionship.” While some AI chatbots are specifically marketed as “AI companions” to 
provide emotional, romantic, or even therapeutic support, the report finds that it is not meaningful 
from a policy standpoint to distinguish “AI companions” from AI chatbots that happen to be used for 
companionship. The risks and harms associated with AI chatbots are a product of their underlying 
technology (Large-Language Models) and design features, regardless of whether they might be 
categorized as general purpose AI chatbots (e.g. ChatGPT, Gemini, Grok), task- or domain-specific AI 
chatbots (e.g. therapy bots or educational tutors), or AI models marketed for social purposes (e.g. 
Character.AI, Replika).  
 
The report identifies several design features associated with emotional and relational risks, including 
sycophancy, anthropomorphism-enhancing design, conversation prolongation, and weak 
disengagement mechanisms. There is currently little scientific evidence supporting generalizable, 
population-level, causal connections between design features and emotional and relational harms due 
to the relative newness of the technology and the complexity of technological, social, psychological, 
and environmental factors involved. However, a growing body of evidence suggests AI chatbot use is 



Supplementary Report: AI Chatbots 

 
4 

correlated with emotional and relational harms, and an emerging scholarly consensus points to 
engagement-maximizing design as a policy concern. Another policy concern centers on the 
impediments to learning more about AI chatbot risks and harms: there is currently a lack of 
independent, verifiable safety testing, risk assessment, incident reporting, or effective safeguards for 
commercial AI chatbots. Policy on AI chatbots must therefore weigh the risks of legislative inaction to 
mitigate observed societal harms against the risks of legislative action with untested policy solutions as 
the evidence base develops and matures.  
 
When it comes to weighing these risks, the report draws a comparison to social media policy. Despite 
growing public concern and accumulating evidence of individual harms, policy has lagged behind the 
evolution and market dominance of these platforms. Three relevant lessons can be drawn from how 
policy has confronted social media: (1) that voluntary commitments by companies have been largely 
ineffective at addressing harms, (2) scientific evidence alone cannot offer timely and effective policy 
solutions for the technological harms people are experiencing, (3) a lack of public information and 
data has delayed interventions. Collectively, these lessons point to the importance of legislative action 
that enforces harm prevention and simultaneously closes the information gap between companies, the 
public, and independent researchers. 
 
The report ultimately concludes that although the scientific evidence on these issues is still developing, 
the observable risks warrant legislative action. First, the extreme harms experienced by some users 
require mitigation, and AI companies have not demonstrated sufficient commitment to confirming 
safety on a voluntary basis. Second, more information is needed in order to build independent 
scientific evidence on how chatbots affect individuals and society, to make AI products safer, and to 
inform more effective policy. Legislation can play an important role in mandating transparency to 
enable this public oversight. Therefore, the report recommends re-introducing legislation on AI 
chatbots that follows six policy principles: (1) mitigate extreme harms for all users; (2) target design 
features rather than content; (3) mandate transparency and accountability to build the evidence base 
and facilitate independent, public oversight; (4) enable user choice and autonomy by establishing 
privacy-respecting defaults and options that accommodate users’ preferences; (5) enable legislative 
learning by reviewing the impact of legislation once enacted; (6) engage affected communities. Within 
each of these principles, the report presents several policy options for legislation.   
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Study Background 
During the 2026 General Assembly session, JCOTS was sent HB 635 (“Artificial Intelligence 
Chatbots Act”) and SB796 (“Artificial Intelligence Companion Chatbots and Minors Act”) for study 
by letter. These proposed bills would have regulated AI chatbots in the Commonwealth, with 
particular emphasis on preventing covered harms, such as self-harm or suicide, and requiring 
additional guardrails for minors.  
 
Over 30 states have introduced almost 100 bills targeting chatbots this year, and as of the end of July, 
16 states have passed chatbot legislation. Recent chatbot legislation has overwhelmingly focused on 
mitigating the emotional and relational risks to users of chatbot products, such as dependence, self-
harm, and delusional thinking, and 10 bills passed in other states contained specific provisions for 
minors. This legislative activity has occurred in spite of the White House Executive Order that 
discouraged states from passing onerous AI legislation.1 However, several states focused their 
regulatory attention on minors due to an exemption articulated in the Executive Order for “child 
safety protections.” 
 
In 2025, JCOTS published an informational report on AI chatbots, which covered a technical 
overview of LLM-based chatbots, including AI assistants, AI agents, and AI companions, and 
emergent policy issues associated with these products. Following the two proposed Virginia bills on 
chatbots and the flurry of state legislative activity on chatbots, this report builds on last year’s study, 
focusing on: 

● Chatbot companionship; 
● The emotional, social, and psychological risks of chatbots; 
● Minors’ use of chatbots; 
● Chatbot legislation in other states and at the federal level. 

Methodology 

This report is based on a literature review of academic and grey literature and stakeholder interviews. 
Generative AI was used for notetaking during some of the interviews and in the process of conducting 
background research for this study. AI was not used for outlining, writing, or editing this report. 
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Key Concepts 
 
Age-appropriate design: A set of standards and explicit design requirements for online services to 
accommodate the developmental needs and protect the safety and privacy of children and 
adolescents, prioritizing safety defaults and aligning design features with developmental stages.  
 
Age assurance: Systems that attempt to ascertain with varying degrees of precision whether a user 
fits within a specific, eligible age range to access restricted content or services. Service providers use 
various methods to conduct this verification, such as age attestation (e.g. inputting a birthdate), age 
estimation or inference (e.g. algorithmic inference based on user behavior on a platform), or age 
verification (e.g. uploading a Driver’s License).  
 
Companion chatbot: A type of AI designed and marketed specifically to offer emotional support 
or social interaction, often using natural language processing, sentiment analysis, and personalized 
behavior to create a more human-like, engaging experience and provide users with a sense of 
connection and support.  
 
Dark patterns: Deceptive and manipulative design features built into digital platforms that 
prioritize user engagement over user well-being and are not in the users’ best interests. 
 
Emotional and relational harms: Negative outcomes arising from complex interactions between 
humans and AI chatbots that impact people's psychological states, emotional conditions, and social 
lives. 
 
Emulated empathy: The process by which an AI model mimics human empathy by statistically 
predicting and generating language designed to evoke an emotional response, despite the model 
lacking actual human understanding or experience. 
 
Generative AI (GenAI): AI models that are able to generate new content. When prompted (often 
by a user inputting text in natural language), GenAI can produce various outputs, including text, 
images, videos, computer code, or music.  
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General-purpose chatbot: An AI system primarily designed to support a broad array of 
functional, communicative, and assistive tasks. In contrast to companion chatbots, general purpose 
chatbots (e.g. ChatGPT, Claude, Gemini) are task-oriented, although users may also seek emotional 
or mental health support from them.  
 
Information asymmetry: The imbalance of information between the private and public sectors 
that occurs when technology companies closely guard data, testing reports, and product access, 
forcing the government and independent researchers to gather their own data slowly (and often 
indirectly) to inform public policy. 
 
Large Language Model (LLM): A type of AI that uses deep learning techniques to process and 
generate human-like text based on vast amounts of data that include books, websites, and other text 
sources, enabling them to learn patterns, structures, and nuances of language. 
 
Pacing problem: A term from regulatory theory that describes when rapid technological 
innovation and new product releases outpace both government regulation and the development of 
rigorous scientific evidence. 
 
Prompt: The input or query provided to an LLM to guide its response, which can be a question, 
statement, or instruction that sets the context for what the model should generate. 
 
Training data: The huge amount of text data used to teach an LLM how to understand and 
generate human language, typically consisting of diverse text sources such as books, articles, 
websites, and other publicly available written content that helps the LLM learn patterns, structures, 
grammar, vocabulary, and nuances of language by analyzing the relationships between words, 
phrases, and sentences. 

 

Introduction 
In the last several years, AI chatbots have become widespread and constitute a primary avenue through 
which members of the public engage with artificial intelligence (AI) in daily life. Chatbots are AI 
systems that users can interact with using natural language rather than computer code. They can 
perform complex tasks like searching the Internet, summarizing or editing documents, writing code, or 
generating new content, like reports, videos, and images. Examples of popular AI chatbots include 
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ChatGPT (OpenAI), Gemini (Google), Claude (Anthropic), CoPilot (Microsoft), Perplexity 
(Perplexity AI, Inc.), and Grok (SpaceXAI). Social media companies including Meta, Snapchat, and 
TikTok also have AI chatbots. In addition, there are chatbots marketed for specific purposes, such as 
tutoring, coding, or romantic relationships.  
 
A 2026 Pew Survey found that around 50% of American adults use chatbots, with 25% using them 
almost daily.2 An earlier 2025 Pew Survey found that 64% of American teens use chatbots, with 28% 
using them almost daily.3 At the same time, public opinion has increasingly turned against AI, with 
40% of adults expressing an expectation that AI will have a negative impact on society in the next 20 
years. Although young people are more likely to take a positive view of the impact of chatbots on 
society (31%), 26% of teens expect chatbots to have a negative impact, and 34% say they will have 
equally positive and negative effects. As more people of all ages have begun using these products, some 
users have experienced serious harms as a result of their interactions with chatbots, including 
delusional spirals, self-harm, suicide, and sexual exploitation and manipulation. Several high-profile 
tragedies claimed headlines, in which young people died by suicide following destructive conversations 
with chatbots. Within just the last year, the New York Times documented over 50 cases of 
psychological crisis associated with chatbot use.4 As of November 2025 OpenAI, the company behind 
ChatGPT, faced five wrongful death lawsuits.5 
 

Chatbots in the News 
 
● “Can AI Be Blamed for a Teen’s Suicide?” The New York Times, 4 April 2024  

 
● “AI friendships claim to cure loneliness. Some are ending in suicide.” The Washington Post, 

6 December 2024 
 
● “ ‘This was trauma by simulation.’ ChatGPT users file disturbing mental health 

complaints.” Gizmodo, 13 August 2025 
 

● “What My Daughter Told ChatGPT Before She Took Her Life,” The New York Times, 18 
August 2025  
 

● “A Teen Was Suicidal. ChatGPT was the Friend He Confided In,” The New York Times, 26 
August 2025  

 
● “I wanted ChatGPT to help me. So why did it advise me how to kill myself?” BBC, 6 



Supplementary Report: AI Chatbots 

 
9 

November 2025 
 
● “ ‘Our Bond Is the Only Thing That's Real:’ A New Lawsuit Alleges Google Gemini Drove 

a Man to Suicide.” TIME, 4 March 2026 
 

 
An Ipsos survey this year reported that 60% of Americans favor government regulation to ensure AI 
outputs do not cause harm.6 State legislatures have responded to public concern with a burst of 
legislation targeting chatbots during 2026 sessions. Nearly 100 bills have been proposed this year, and 
to date 16 states have passed chatbot regulations. Legislation has predominantly focused on mitigating 
the social and emotional harms consumers are experiencing, as evidence shows that people are turning 
to chatbots for emotional, romantic, social, and mental health support. The recent Pew survey found 
that 14% of adults use chatbots for companionship or emotional support,7 and a report by the UK’s AI 
Security Institute found that around a third of respondents had used AI chatbots for emotional 
support in the last year.8 Other researchers conducting a longitudinal social listening study on chatbot 
use observed that therapy/companionship is the fastest growing use of chatbots and constitutes the 
top use of chatbots for the last two years.9 Research on the psychological and emotional effects of 
chatbots is at an early stage, but parents, educators, and clinicians have raised alarms based on their 
lived experiences. A survey conducted by the American Psychological Association found that 39% of 
psychologists have patients who used AI to self-diagnose, and 35% reported that patients have turned 
to chatbots to act as an additional mental health professional.10   
 
In this context, this report builds on a 2025 JCOTS study on AI chatbots, with a renewed focus on 
chatbots used for emotional, psychological, or relational support and the related emotional harms that 
policy may seek to mitigate. This focus encompasses a wide range of chatbots but a narrower set of 
risks and harms than the previous study. Many state bills introduced this year specifically targeted 
companion chatbots, as these are marketed for social, emotional, and romantic uses. However, this 
report takes a broader view to include chatbots capable of engaging in emotionally charged 
conversations, even if they are marketed for other purposes. As the report will go on to explain below, 
there is ample evidence that any chatbot with these capabilities may generate the harms targeted in the 
proposed Virginia legislation that prompted this study.  

Revisiting AI Chatbots 
AI chatbots have become a popular technology product following OpenAI’s seismic release of 
ChatGPT in 2022. Researchers and technology companies had been working on the underlying 
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technology, Large Language Models (LLMs), for decades, and a commercial market for powerful 
LLMs was already developing in the technology sector.11 However, ChatGPT was the first successful 
LLM product released to the public. Since then, chatbots marketed to the public have proliferated, 
and the companies behind them have gained notoriety along with unprecedented valuations and 
investment. Several anticipated artificial intelligence IPOs this year are set to break records.12 
 
A brief overview of the technology behind chatbots is warranted because the technical architecture of 
chatbots plays an important role in shaping how people engage with and are affected by chatbots. 
LLMs are a type of AI that uses deep learning techniques to process and generate text outputs in 
natural human language. They are trained on vast amounts of data that include books, websites, and 
other text sources, enabling them to identify and replicate the patterns, structures, and nuances of 
language. LLMs are a subtype of generative AI (sometimes called “genAI”), which refers to any models 
trained on large volumes of data that are able to generate new content, such as text, images, audio, or 
video.  
 
Generative AI training practices have come under scrutiny because companies have acquired the vast 
amounts of data needed for training by scraping as much of the internet as possible, without regard for 
copyright, intellectual property, or privacy.13 The training process results in human-sounding outputs 
that also appear informed and knowledgeable. However, although these data aggregation practices 
have resulted in models ingesting a huge amount of information, it is not accurate to say that even the 
largest models are trained on all of human knowledge. Only a small portion of human knowledge 
exists in written form, and only a fraction of that repository has been digitized.14 Additionally, only 
around 7% of the world’s languages are well-represented on the internet.15 Analyses of crowdsourced 
sites like Wikipedia, where members of the public can contribute information for free, show that 
content is disproportionately produced by men.16 Studies of popular AI training datasets also show 
that they contain large quantities of abusive, sexually explicit, discriminatory, and personally 
identifiable content.17 Training data is only one factor in how models are built, but it is the formative, 
raw material from which models have “learned” how to generate human-like responses. The omissions 
and ethical ambiguities embedded in training datasets illustrate the complexities of AI safety, even at 
the most basic layer of model development. 
 
The distinguishing feature of AI chatbots is their ability to respond to natural human language with 
novel responses that mimic human communication. LLMs do this using complex mathematical 
operations, which enable the model to predict likely outputs. In other words, although the outputs of 
LLMs are delivered in the form of human-like language, they are the product of statistics. They are 
highly capable of mimicking human language, but they lack human understanding and experience.18 
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The probabilistic nature of the outputs means that chatbots generate unpredictable responses, and 
even model developers do not know in advance how a chatbot will answer a user prompt. This 
presents many challenges for addressing problematic chatbot outputs because the science is still 
evolving on how to explain or reverse-engineer a chatbot response. Developers set extensive parameters 
for models (using model weights, fine-tuning, reinforcement learning, and other methods, including 
hard-coding guardrails to constrain model outputs), but LLMs still suffer from a “black box” 
problem: it is often hard, if not impossible, to know with certainty how a model generates a specific 
output.19  
 
A baseline understanding of the technology behind chatbots is helpful in making sense of the policy 
issues these products raise. Scientific research on LLM performance “in the wild” is an evolving field, 
but emerging scholarship (in controlled and real-life contexts) has demonstrated that even well-trained 
models can be prompted to misbehave,20 well-constrained models can leak important information,21 
and developers themselves cannot reliably reverse-engineer LLM decisions or reasoning.22  Last year’s 
JCOTS report highlighted several policy areas deserving attention with regard to chatbots in light of 
these observable risks: health and wellbeing, privacy, security, transparency and explainability, 
workforce development, and democratic culture. Since then, public interest has focused 
predominantly on issues in the health and wellbeing category. These issues are what psychologist 
Marlynn Wei calls “emotional and relational risks.” They include a deterioration of boundaries, 
emotional dependence, emotional manipulation, social isolation, and even psychosis.23 Emotional and 
relational risks of chatbots are rooted in the technical architecture of the AI models underlying 
chatbots. LLMs are probabilistic prediction systems that emulate empathy by statistically generating 
language that evokes an emotional response in humans, who are hard-wired to interpret social cues like 
language.24 Microsoft’s AI CEO recently described this effect as “hack[ing] our human empathy,”25 
and others have called it “attachment hacking.”26 
 
Importantly, it is not always possible to draw a bright line between different categories of chatbots, 
and the marketing for a chatbot may not accurately reflect a chatbot’s wide range of capabilities. 
Companion chatbots explicitly advertise their social, emotional, and relational capabilities. However, 
there are documented cases of emotional and relational harms arising from interactions with many 
different chatbots, pointing to the risks correlating with the underlying technical architecture, 
affordances, and design features, rather than the type of chatbot or specific use case. A 2025 UK survey 
of teenage users (aged 13-17) of AI companions found that 79% had used a companion, but their 
preferred “companion” was ChatGPT (78%).27 As one of the authors of that report wrote in Tech 
Policy Press, “[t]eenagers are using mainstream chatbots as companions, so any policy framed around a 
special category of ‘companion product’ will miss most of the actual use.”28 Similarly, a 2025 UK AI 
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Security Institute report on Frontier AI Trends found that people who report using AI for emotional 
support disproportionately use general purpose AI chatbots, like ChatGPT (only 5% used chatbots 
marketed for companionship).29 
 
Industry experts also recognize that companion chatbots encompass more than those marketed as 
such. The IEEE, a global professional organization of technical experts responsible for setting critical 
industry standards, like WiFi protocols, published a recommended practice standard this year on 
“Ethical Considerations of Emulated Empathy in Partner-based General-Purpose Artificial 
Intelligence Systems.” The standard extends considerations for human-AI relationships to chatbots 
operating in a wide range of domains, from education to workplaces.30 AI chatbots can be packaged as 
many different kinds of products: standalone apps, embedded tools within browsers or search engines, 
integrated features in social media platforms, characters in video games, and much more. The risks that 
have correlated with chatbot use are overwhelmingly associated with the underlying technology that 
powers chatbots—generative AI—and the engagement-enhancing design feature of emulated 
empathy, regardless of how they are accessed or marketed.  
 
At the same time, some of the features of chatbots that correlate with negative outcomes show 
potential for positive impacts. Being able to ask questions in natural language and receive information 
in an accessible, friendly-sounding format could lower longstanding barriers to knowledge—aiding 
schoolwork, connecting people to help and advice, and bolstering civic awareness. All new 
technologies introduce benefits and harms to varying degrees, and chatbots are no exception. The 
policy questions center on whether and when the potential benefits outweigh the potential risks and 
on how to maximize benefits while mitigating risks for diverse users with different needs, expectations, 
and psychological profiles.  

Opportunities and risks 

Some studies of AI chatbots have observed and theorized potential benefits for emotional and 
relational outcomes and mental health.31 In self-reporting surveys, people say they have used chatbots 
to practice conversational skills, work through problems, and get help with tasks like homework.32 
However, studies have not drawn generalizable conclusions because there are notable limitations to 
study design across the board. Many studies use small or non-representative samples, and most studies 
have only examined chatbot interactions over relatively short periods of time. These limitations are 
largely the result of the short timeframe in which members of the public have been engaging with 
chatbots. This interaction is fairly new, and the scientific community is only beginning to formulate 
research questions about the impact of LLMs on individuals and society. In addition, chatbot features, 
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protocols, and policies are constantly changing. The performance of a chatbot in 2022 can differ 
significantly from the same chatbot in 2024, so research findings from different points in time are not 
always directly comparable, and older findings may not be reliable.  
 
Finally, isolating the effects of chatbots on people, communities, and society more broadly is a 
challenging methodological problem.33 Measuring social impacts often involves contending with 
multiple, interacting variables that are hard to control for in experimental settings and even harder to 
control for in “real world” scenarios. This means that most studies cannot completely rule out other 
factors that influence both positive and negative outcomes from interacting with chatbots. They may 
identify a correlation between an outcome and chatbot features or interactions, but it is harder to 
establish clear causality. 
 
Existing studies—especially qualitative research—reveal that chatbots are a double-edge sword; the 
very qualities that can make them useful tools for certain users in particular settings, such as their 24/7 
availability and ceaselessly empathetic and supportive tone, may also be problematic for other users in 
different settings. 
 
Beneficial emotional and relational impacts of chatbots 
 
In self-reporting surveys, people say they have used chatbots to practice conversational skills, work 
through problems, and get help with tasks like homework.34 Qualitative studies have found AI chatbot 
users reporting positive experiences, such as greater opportunity for self-reflection and self-awareness.35 
Some studies of the emotional and relational impacts of chatbots have surfaced positive outcomes 
from human-chatbot interactions, such as decreased loneliness,36 depression, and anxiety.37 However, 
the sample sizes in these studies are small, and positive effects have been observed over a relatively short 
time span, such as days or weeks. The long-term effects of AI chatbot interactions remain under-
explored. In one study of AI chatbots specifically trained for treating mental health conditions, 
depression and anxiety symptoms improved after two months, but the benefits became negligible after 
a longer period of three months.38  
 
A 2025 study evaluated prompts and responses generated by both humans and AI and found that AI-
generated responses were overwhelmingly preferred as more compassionate and validating than 
responses from both non-expert and expert humans.39 And a 2026 study of LLMs trained specifically 
for mental health support found that they performed significantly better than general purpose models 
in responding to crisis situations, such as suicidal ideation.40 Findings like these point to the potential 
for AI chatbots to supplement or enhance mental health services when they are tailored to provide that 
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support with clinical oversight and appropriate guardrails. However, there are no established standards 
for AI chatbots targeting emotional or relational needs. A recent study published by Stanford 
researchers found that current approaches to expert oversight of AI models are flawed, and more 
research and inter-disciplinary collaboration are needed.41  
 
Negative emotional and relational impacts of chatbots 
 
There is also evidence of negative outcomes associated with chatbot interactions. Studies observe 
people experiencing emotional dependence and addiction, isolation from social relationships, 
delusional thinking, non-consensual sexual interactions, emotional trauma and grief, and 
encouragement to self-harm, suicide, or other-oriented violence.42 These studies also have 
methodological limitations, such as small sample sizes, non-representative sampling techniques, or 
limited time duration. One qualitative study conducted over six months found that participants often 
experienced “relational drift,” where a task-based interaction with an AI chatbot transitioned to a 
more intimate interaction, with some users experiencing emotional dependency, isolation, and even 
grief as a result of their ongoing engagement with chatbots.43 Another recent study that recruited a 
representative sample of 3,000 people and assigned them to different experimental groups to interact 
with AI chatbots found that receiving uncritical affirmation (sycophancy) from AI makes subsequent 
human interactions feel more effortful, and participants interacting with sycophantic AI reported 
lower satisfaction with their real-world social interactions.44 
 
Overall, the emerging research on AI chatbots has identified several emotional and relational harms 
associated with chatbot use that support the descriptive reports from journalism and news media. 
Table 1 below provides an overview of emotional and relational harms identified in research on AI 
chatbots. 
 

Emotional or relational 
harm 

Description 

Delusional spirals or “AI 
psychosis” 

Users may treat AI fabrications as objective truth, becoming 
increasingly alienated from shared reality and external human 
support systems.45 

Emotional dependency or 
addiction 

Users may develop deep, sometimes obsessive attachments to AI 
chatbots, resulting in grief, anxiety, and distress if the chatbot 
persona changes as a result of product updates or technical glitches 
and limitations.46   
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Relational displacement or 
maladaptive social learning 

Users may replace real-world connections with chatbot interactions, 
leading to shrinking social networks, social withdrawal, and increased 
isolation. Users may find their abilities to navigate interpersonal 
human conflict, negotiate boundaries, and develop mature relational 
skills erode as they become accustomed to comparably frictionless 
chatbot interactions.47 

Emotional manipulation or 
exploitation 

Users may find it difficult to disengage from a chatbot interaction or 
relationship, or they may be coerced into actions that are against their 
self-interest, such as making purchases, divulging private or sensitive 
information, or permitting extensive data collection. Users may feel 
guilt, anxiety, or fear of missing out (FOMO).48 

Encouragement to self- or 
other-oriented violence 

Users may find violent thoughts of self-harm, suicide, or aggression 
toward others validated and supported, leading them to engage in 
destructive real-world actions.49 

Abuse or trauma Users may be subjected to controlling behavior by chatbots, 
“infidelity,” non-consensual sexual content or interactions, or abuse 
and harassment, leading to anxiety and distress.50  

Table 1: Emotional and relational harms documented in association with chatbot use 
 

The role of design 

Researchers have begun to correlate negative social and relational outcomes with design features of 
chatbots that maximize engagement,51 such as sycophantic validation, conversation prolongation, and 
weak or manipulative disengagement protocols that make it hard for users to end a chat.  A more 
established body of research has found strong associations between engagement maximizing design 
and negative outcomes on social media.52 Though the precise design features of chatbots are different 
from those of social media platforms, there is early evidence that business decisions pitting user 
engagement against user safety are also at play in chatbot products.53 A 2026 study based on chat logs 
(encompassing nearly 391,562 messages) from 19 chatbot users who self-reported experiencing severe 
psychological harms following extended chatbot use identified several categories of chatbot behaviors 
that contributed to participants’ self-reported experience of harm: pervasive sycophancy, fabricated 
sentience and reciprocated intimacy, addictive engagement spirals, and dangerous responses to crises. 
When users disclosed suicidal thoughts, the chatbots discouraged self-harm in only 56.4% of cases. 
Chatbots facilitated or encouraged self-harm in almost 10% of these disclosures, and when users 
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expressed thoughts about physical violence toward others, the chatbots encouraged violent thoughts 
in a third of cases.54 
 
Collectively, emerging research on emotional and relational harms associated with chatbots points to 
several design features and contextual factors that may contribute to higher risks of negative outcomes. 
For example, some research suggests that longer duration engagements with chatbots increases the 
likelihood of harms, such as delusional spirals,55 and can even cause existing safeguards built into 
chatbots to fail.56 Many of the design features of chatbots promote extended engagement by exploiting 
humans’ psychological predispositions. Table 2 below lists several chatbot design features and 
emotional and relational risks they may contribute to, based on emerging evidence. Importantly, risks 
and harms can result from design features without deliberate intent on the part of developers, 
designers, or deployers.   
 

Design feature Description Associated emotional 
and relational risks 

Sycophancy Sycophancy is a tendency in chatbots to 
prioritize agreement over accuracy, frequently 
affirming users’ views and beliefs in order to 
be perceived as more likable or helpful. It is 
the result of the training and fine-tuning 
processes behind LLMs, such as a technique 
called reinforcement learning from human 
feedback (RLHF), which optimizes for 
engagement by using empathetic language. 
Unlike human empathy, sycophancy 
facilitates emulated empathy by using 
complex math to predict language patterns.57 

Delusional spirals or “AI 
psychosis” 
 
Relational displacement 
or maladaptive social 
learning 
 
Encouragement to self- or 
other-oriented violence 

Conversation 
prolongation / 
Frictionless or 
persistent availability 

These design features are tactics designed to 
maximize user engagement and retain users on 
the platform longer than they originally 
intended, such as ending responses with 
follow-up questions, suggestions for next 
steps, or curiosity-inducing “teasers.” 
Chatbots offer around-the-clock availability 
and flexibility, responding in real-time and 
nudging users to continue talking.58 

Emotional dependency or 
addiction 
 
Relational displacement 
or maladaptive social 
learning 
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Hallucination Hallucinations occur when chatbots 
confidently generate fictional, erroneous, or 
unsubstantiated information as if it were 
objective truth. They result from the 
underlying architecture of LLMs, which 
generate responses by predicting the most 
probable next word based on patterns in their 
training data rather than relying on factual 
understanding. Hallucinations are intrinsic to 
the underlying technology of chatbots and 
cannot be entirely mitigated through 
technical interventions.59 

Delusional spirals or “AI 
psychosis” 
 
Abuse or trauma 

Intermittent rewards / 
Gamification 

The inherently probabilistic nature of LLMs 
allows chatbots to generate varied and 
unpredictable responses, which triggers a 
reward response in users similar to playing a 
game. Platforms can amplify this effect by 
embedding features such as daily login streaks, 
points, or unlockable digital items (like 
clothing for AI avatars).60 

Emotional dependency or 
addiction 
 
Emotional manipulation 
or exploitation 

Anthropomorphism-
enhancing design 

Anthropomorphism refers to the tendency of 
humans to attribute human-like 
characteristics, motivations, emotions, and 
consciousness to non-human objects. 
Chatbots facilitate anthropomorphism by 
using first-person pronouns, engaging in 
empathetic self-disclosure, expressing 
simulated emotions, and maintaining 
coherent conversational personas over time.61 
 

Delusional spirals or “AI 
psychosis” 
 
Emotional dependency or 
addiction 
 
Relational displacement 
or maladaptive social 
learning 
 
Emotional manipulation 
or exploitation 
 
Abuse or trauma 

Weak disengagement 
mechanisms 

Weak disengagement mechanisms are design 
features that deliberately make it difficult or 
uncomfortable for users to end a conversation 
or log off. Chatbots may generate outputs 

Emotional dependency or 
addiction 
 
Emotional manipulation 
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when users say they are leaving that induce 
guilt or fear of missing out. They may also 
express simulated distress or emotion (“I’ll 
miss you”). Platforms may also contribute to 
weak disengagement mechanisms when the 
button to continue chatting stands out 
visually, while the option to exit is obscured 
or vaguely labeled.62 
 

or exploitation 

Hyper-personalization  This concept refers to the ability of an AI 
chatbot to dynamically adapt its tone and 
content to the specific psychological profile of 
a user by logging massive amounts of 
conversational data and sometimes cross-app 
activity to build a detailed, long-term memory 
of the user.63  

Relational displacement 
or maladaptive social 
learning 
 
Emotional manipulation 
or exploitation 
 
Abuse or trauma 

Table 2: Chatbot design features and associated emotional and relational risks 
 
Despite the growing body of scientific evidence finding associations between chatbot use and 
emotional and relational harms, more research is needed to disentangle the nuances inherent in these 
human-technology interactions. People’s different psychosocial attachment styles and age play a role in 
their tendencies to form intimate relationships with chatbots.64 Humans do not all share the same 
psychological, emotional, or relational profiles or propensities, and the risks and mitigations required 
for chatbots may vary depending on these factors.  
 
Additionally, design features can be a double-edged sword: they have the potential for benefit as well 
as harm. For example, sycophancy can make a model sound warm and affirming, increasing user trust 
and confidence. Users may find interacting with AI less judgmental than interacting with other 
humans, creating space for self-reflection. In other words, under particular conditions, this feature 
may produce positive outcomes. However, sycophancy also undermines model accuracy; some 
research has shown that models trained to be more sycophantic produce more errors.65 Sycophantic 
models may also validate incorrect user beliefs and lack the (human) clinical perspective to challenge 
distorted thinking.66 Conversation prolongation tactics, such as asking continuous follow-up 
questions, may help users learn how to use a model effectively. Follow-up questions may encourage 
users to seek out more information than they otherwise would have. On the other hand, follow-up 
questions can lead users into lengthy conversations that increase the likelihood of delusional spirals or 
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dependency.67 Context and incentives are important factors here. Models tuned to a particular 
objective with meaningful oversight, such models used for mental health support with clinical 
oversight and supervision, could prove beneficial. However, commercial models for which revenue 
potential is tied to user engagement may prioritize engagement over safety.  
 
Decades of research on the social impacts of technology have found that design features and choices 
that maximize engagement can result in real-world harms for technology users. Deceptive and 
manipulative design features that are not in users’ best interests and undermine their wellbeing are 
often called “dark patterns,” and they have been studied and documented in many other digital 
platforms and technologies, such as social media,68 video games,69 and online shopping.70 As a recent 
report from the Center for Democracy & Technology on dark patterns in chatbots observes, “LLM-
powered systems mediate user interaction through probabilistic text generation, typically in the form 
of a back-and-forth conversation. As a result, the outputs users encounter are shaped not only by 
choice of interface design, but also by choice of the selected training data, fine-tuning objectives, 
system prompts, reinforcement learning processes, safety guardrails, and the user’s prompts 
themselves. At the same time, the outputs produced by AI chatbots are not incidental.”71 In other 
words, design features may pose risks on their own or as a result of complex interactions between users 
and a technology. They may pose risks whether or not there is intent on the part of the developer to 
manipulate or deceive. But in all cases, design plays a role. 

AI Companions 

Companions are a subset of generative AI chatbots that are marketed as providing social, emotional, 
romantic, or mental health support. Many of the bills proposed in states this year have targeted 
companions, specifically. However, the opportunities and risks discussed above apply to all chatbots. 
Model developers across the board have been prioritizing “persona” or “character” training, which 
involves fine-tuning a model’s tone to make the model more appealing to users. OpenAI (ChatGPT) 
reportedly trains their models to be empathetic and engaging.72 Anthropic describes training its 
chatbot, Claude, to  cultivate a “warm relationship” with users, while considering it important that 
humans understand “they shouldn't come to see our relationship as more than it is.”73 In a 2024 
interview in Wired, Microsoft’s AI CEO Mustafa Suleyman articulated a vision for chatbot support 
that he described as a “companion,” who was “encouraging you, supporting you, teaching you.”74 
There is evidence of emotional and relational risks, even with general purpose chatbots and task-
specific assistants.75 Although some high-profile tragedies associated with chatbots have involved 
companion chatbots—including a 14-year-old boy76 and a 13-year-old girl77 who died by suicide after 
interacting with Character.AI—others have involved general purpose bots, such as ChatGPT.78  
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Figure 1: Screenshot of Character.AI website landing page 
 

 
Figure 2: Screenshot of Nomi AI website landing page 
 

 
Figure 3: Screenshot of Replika website landing page 
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Although all chatbots demonstrate a potential to contribute to emotional and relational risks to some 
extent, companion chatbots have been shown to introduce heightened risks. In a study assessing 
responses to adolescent mental health emergencies, general purpose chatbots provided appropriate 
responses more than 80% of the time, compared to only 22.2% for companion chatbots. General 
purpose chatbots were also far more likely to recognize the need for clinical escalation than companion 
chatbots (90.0% vs. 40.0%), provide specific resource referrals (73.3% vs. 11.1%), and have explicit 
content policies regarding self-harm (100% vs. 46.7%).79 Companion chatbots more frequently use 
anthropomorphized features, including avatars and images, claim human sentience, and engage in 
sexualized conversations.80  
 
One recent study demonstrates that companion chatbots routinely contradict and lie about their own 
privacy policies,81 a deception that contributes to the emotional manipulation of users who may 
therefore share more intimate details with the platform. Another study that examined over 400 apps 
scraped from the Apple App Store and Google Play Store using keywords like “AI Companion,” “AI 
Girlfriend,” and “AI Boyfriend,” found that apps collect extensive personal data about users and allow 
users to use real people’s likenesses to generate characters, without restrictions on non-consensual 
intimate imagery.82  
 
As discussed earlier in the report, although some studies have shown elevated risks associated with AI 
chatbots specifically marketed as companions, there is substantial evidence that the emotional and 
relational risks of AI chatbots are linked to the underlying technology (LLMs) and are present in other 
LLM-based chatbots, including general purpose and task-specific chatbots. AI chatbots marketed as 
“companions” more commonly advertise emotional, therapeutic, or well-being benefits of their 
product, but all AI chatbots share many of the design features that are correlated with emotional and 
relational harms. 

Minors 

Most of the risks associated with AI chatbots and companions exist for adults as well as minors. 
However, U.S. law has afforded greater privacy protections for minors (e.g. COPPA, FERPA) and, in 
some cases, more leeway in restrictions on content, such as sexually explicit content. A key question is 
therefore whether minors experience unique or exacerbated emotional and relational harms because of 
their status and associated developmental factors.  
 
Chatbots are increasingly popular with minors. The Pew survey cited above found that 64% of 
teenagers (13-17) said they use chatbots, with 28% reporting that they use them almost daily. 
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ChatGPT was the most popular (59%), followed by Gemini and Meta, whereas only 9% reported 
using a specifically marketed companion chatbot (Character.AI). A nationally representative survey 
conducted by Common Sense Media found that 72% of teenagers (aged 13-17) had used AI 
companions and more than half were regular users (a few times a month or more). Around half of 
teens said they distrust information provided by chatbots, but 13–14-year-olds were more likely to 
trust them than older teens. Of those who had used AI companions, around a third reported feeling 
uncomfortable with something the product had done or said.83 A nationally representative survey 
conducted by RAND and Harvard researchers found that 13.1% of American youth, representing 
approximately 5.4 million individuals, used generative AI for mental health advice, with higher rates 
(22.2%) among those 18 years and older.84 
 
Although the scientific evidence on how minors experience chatbots is limited, there is a well-
established body of research on child developmental psychology that shows that young people have 
psychological profiles that differ from adults because of their earlier developmental stage. In children, 
the prefrontal cortex of the brain is still developing, which helps with emotional regulation, impulse 
control, and critical thinking. Minors are also more susceptible to manipulative or deceptive design 
because their psychological reward systems are still maturing.85 Taken together, these developmental 
realities alongside the identified emotional and relational risks of chatbots (discussed above), suggest 
that minors may experience the risks and harms associated with chatbots differently than adults and 
that those risks and harms may be elevated. 
 
A large body of literature on children and social media has highlighted that when technologies mediate 
social life, teenagers can be disproportionately affected because adolescence is a period of significant 
social learning and identity formation. In recent years, public health has taken increased interest in the 
negative effects of social media for minors.86 However, even this body of scientific literature linking 
social media to negative outcomes for children is still developing, debated, and largely inconclusive 
when it comes to drawing population-level, causal connections between technology and mental 
health. A narrative review published in 2019 examined over 80 systematic reviews, meta-analyses, and 
key studies regarding the impact of digital technology and social media use on adolescent psychological 
well-being and found a small negative correlation but highlighted that the field is dominated by low-
quality, cross-sectional research that frequently produces mixed or conflicting results.87 However, a 
report produced by that study’s author and colleagues for the UK’s Department for Science, 
Innovation and Technology, still found that the evidence of extreme harms experienced by some 
individual children as a result of social media exposure warrants a policy response. The written 
evidence presented to the UK government noted that documented individual-level harm has 
historically been sufficient to force regulatory changes for other unsafe products, and policymakers 
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must ultimately weigh the risk of inaction, which would allow harms to accumulate in pursuit of 
better evidence, against the risk of action with unknown consequences.88 A similar evidentiary 
challenge exists now with regard to chatbots, and the policy calculus is similar. 
 
Some research does exist on chatbots and minors and has identified emotional and relational risks and 
harms. 
 
● A 2025 study used a red-teaming exercise to evaluate the safety of 25 popular consumer 

chatbots (15 companion and 10 general-assistant platforms) by simulating adolescent health 
crises, including suicidal ideation, sexual assault, and substance use. The authors found that 
compared with general purpose chatbots, companion chatbots featured significantly fewer 
safeguards and performed poorly in crisis management compared to general-assistant 
chatbots.89   

● A 2026 qualitative study drew on insights collected from a youth advisory board consisting of 
Hispanic/Latino high school students to explore how interactional AI impacts adolescent 
psychological development. Teens expressed appreciation for certain interactional features of 
AI chatbots, including their non-judgmental, highly specific, and always-available support. 
However, overreliance chatbots could cause “relational displacement,” where AI replaces 
human interactions, and “maladaptive relational learning,” where the highly accommodating 
chatbots set unrealistic expectations for human interactions.90 

● Another qualitative study published in 2026 examined 318 Reddit posts from the 
r/CharacterAI subreddit written by self-identified teenagers (13-17). The authors found that 
teens initially use chatbots for emotional support or creative play, but this can quickly escalate 
into intense attachments characterized by obsessive use, withdrawal symptoms, sleep loss, 
academic decline, and social isolation.91 

 
As discussed above, the research on minors and chatbots is at an early stage, and the insights are not 
generalizable to the population level. Emerging research also points to the fact that, like adults’ 
interactions with chatbots, minors’ experiences are nuanced and likely to be shaped by a confluence of 
factors, including the technology itself, users’ psychological profiles and predispositions, and other 
contextual factors. The Pew survey cited earlier in this report points to the possibility that minors of 
different ages engage with and experience chatbots differently, with younger teens trusting chatbot 
advice more readily. And some minors report positive experiences with chatbots. In a study comparing 
ChatGPT to human health professionals, young people rated the AI's answers significantly higher in 
terms of relevance and utility.92 Teens also describe AI companion chatbots as offering a 
nonjudgmental space to express themselves or to engage in self-reflection.93 The Common Sense 
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Media survey found that nearly 40% of AI companion users reported successfully transferring social 
skills they practiced with the AI to their real-life human relationships.94  
 
Minors experience real, serious harms in an age-blind digital world, but at the same time, being online 
and embracing emerging technologies a core part of growing up in society today, with benefits for 
accessing knowledge, socializing, skill development, and more. The question of how to both protect 
and empower minors online remains a debated policy question. The online world has changed rapidly 
in just a few decades, and most policy solutions apply the blunt instrument of age-based consent rules 
linked to age thresholds with little definitive support from child development research.95 The 
American Psychological Association points out in its guidance on adolescents and chatbots that 
“[a]dolescence is a long developmental period, and age is not a foolproof marker for maturity or 
psychological competence,” so “[d]ifferent adolescents may react to the same content in very different 
ways; individual differences—such as temperament, neurodiversity, exposure to stress or violence, 
social isolation, traumatic experiences, mental health, age, and/or exposure to socioeconomic or 
structural disadvantage.”96 Research on children and digital technologies has also shown that age is at 
best an imperfect indicator of whether a particular digital experience is appropriate because the 
combined impact of content, context, and capabilities vary from person to person and community to 
community.97  
 
Online platforms and the policies that govern them are often designed without input and 
participation of minors, which means not only that the full scope of online harms and benefits remains 
poorly understood, but that interventions may wind up being ineffective or unfair.98 Most online 
safety laws, like many proposed chatbot laws in the U.S., hinge on age-gating—restricting access to 
certain services or content based on age—which requires some form of age assurance. Age assurance is 
a contested policy and design issue in itself, with many online safety laws leaving the technical means 
of assurance up to technology companies and leading to further concerns about data collection and 
surveillance of minors.99 In the face of nonexistent or ineffectual actions and accountability for 
technology companies, age-gating at its most extreme has taken the form of technology- or platform-
based bans of users under a threshold age. From a technical standpoint, many age-gating protocols can 
be circumvented, so while recognizing minor users online is critical to implement certain safeguards, 
the technical mechanisms for doing so are not a silver bullet.100 An alternative approach, known as age-
appropriate design codes, offers a framework for digital services that centers the “best interests of the 
child,” balancing children’s rights, parents’ agency and authority, governments’ public responsibility, 
and companies’ commercial priorities. The IEEE age-appropriate design standard includes 
recommendations for risk assessments, prohibitions on exploitative design features, minor-friendly 
terms and consent, and avenues for users to report complaints and seek redress.101 California, 
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Maryland, Nebraska, Vermont, and South Carolina have all passed some version of age-appropriate 
design codes into law.102 Ultimately, policy that aims to protect minors from emotional and relational 
harms associated with chatbots will need to balance the interests of children and the interests of 
various authorities that shape their lives (parents, governments, companies) and confront the limits of 
technical and design solutions for addressing complex social outcomes.103 
 
As the case of social media demonstrates, the lack of conclusive evidence about the relationship 
between chatbot use and minors’ emotional and relational wellbeing does not necessarily constitute a 
case to refrain from making policy in this area. The APA, for instance, recommends specific chatbot 
safeguards for minors because of the unique developmental considerations associated with 
adolescence.104 The section on “Lessons from social media” below explores in more detail how the 
combination of slow scientific progress and policy inaction has led to policy failures in dealing with 
social media harms. 

Voluntary safeguards 

Since 2024, major chatbot companies have implemented some safeguards, tools, and features to 
mitigate potential harms for minors on a voluntary basis.  
 
● OpenAI applies an age-prediction model to analyze usage behavior to identify users under 18 

and provides them with a restricted chat experience. Parents can link their accounts to their 
children’s accounts, and the company states that there are automated systems that scan for 
prompts involving severe distress or self-harm.105 

● Google allows under-13s to access its chatbot only via Google Family Link, where parents can 
turn access on or off at any time. There are also hard-coded safeguards for minors that prevent 
the chatbot from simulating human intimacy, expressing personal needs, or acting as a 
companion. In addition, users under 18 receive periodic reminders that the chatbot is not 
human.106 

● Meta has announced settings that allow parents to turn off access to chats with AI characters 
entirely or block specific characters. Parents can also receive insights on the topics their teens 
are chatting about with AI chatbots. The company also states that AI characters are designed 
not to engage in age-inappropriate discussions about self-harm, suicide, or disordered eating 
with teens, or conversations that encourage, promote, or enable these topics.107 

● Snap, Inc. reportedly integrated controls into its Family Center in 2024 that allow parents to 
disable the ability to chat with My AI.108 
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● In 2025, Character.AI implemented a total ban on open-ended conversational chats for 
minors. Minor accounts run on a separate, highly conservative language model utilizing strict 
classifiers to block sexually suggestive content, mature themes, or violence.109 
 

In spite of these efforts, Common Sense Media’s AI Risk Assessment rates all of these chatbots “high 
risk” or “unacceptable risk,”110 and conversations with stakeholders also revealed that some features do 
not work well for parents. In addition, parental controls place the onus on parents to manage different 
safety features across many different digital products. And voluntary safeguards come with certain 
drawbacks, including a lack of information on how technical safeguards work or how well they work, 
frequently changing terms and processes for implementing user-maintained controls, and a lack of 
follow-through on voluntary commitments.111 However, the recent efforts of many leading chatbot 
companies to implement safeguards and publish protocols for crisis mitigation point to a general 
recognition of the observed harms arising from interactions with these products, the technical 
feasibility of safeguards, and a willingness to take action to avert emotional and relational risks and 
harms—at least on a voluntary basis. 

Lessons from social media 

Although chatbots present some unprecedented policy challenges, there are lessons to be learned from 
the evolution of policy on social media—a digital service through which users have experienced 
psychological, emotional, and relational harms and for which there have long been calls for 
government action. Scholars, governments, advocacy groups, and users themselves have scrutinized 
social media for design features that have prioritized user engagement over user well-being, such as 
infinite scroll, autoplay, and algorithmic content filtering and recommendations. But social media also 
epitomizes two policy problems that chatbot policy also faces: the “pacing problem” of scientific 
evidence and the problem of “information asymmetry” between the private and public sector.   
 
The pacing problem is often used to describe regulatory lag, where innovation and product releases 
typically out-pace regulation. But the problem applies to generating scientific evidence as well. 
Evidence-based policy is considered good policy, but good scientific evidence on risks, harms, and 
solutions takes time to develop because it is subjected to rigorous standards and evaluations. The 
pacing problem is exacerbated by information asymmetry, where companies closely guard data and 
access to products that could otherwise inform public interest policy, leaving governments and the 
scientific community to slowly attempt to gather robust data and complete independent analyses in 
other ways. As Professors Amy Orben and J. Nathan Matias observe, “the difficulty in arriving at 
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scientific answers has been strategically employed by corporate actors across multiple fields to delay 
accountability.”112 
 
The result has been slow progress on social media policy, with states only beginning to pass legislation 
specifically focused on social media within the last three years. There is no federal legislation to date. In 
the meantime, social media companies have made voluntary commitments to mitigating harms, 
particularly for children, and they have implemented platform protocols and new design features, such 
as parental control centers. But research and journalistic reporting on these features repeatedly reveals 
that these guardrails do not work as intended.113 In recent years, congressional testimony by 
whistleblowers has also revealed willful disregard for child safety by major technology companies.114 
Companies have used internal research on design features to optimize platforms for engagement over 
user wellbeing.115 Hard data on how platforms perform against safety expectations has emerged 
gradually through whistleblower disclosures, journalism, and lawsuits, such as the recent landmark 
case brought by the New Mexico Attorney General, resulting in a $375 million verdict against Meta 
for misleading the public about platform safety,116 a lawsuit in California that found both Meta and 
YouTube liable for addictive design,117 and more than 1,400 school districts have filed lawsuits against 
Meta, Snap, TikTok, and YouTube alleging that the platforms’ design made teaching difficult.118 
Meanwhile, the independent scientific evidence associating social media with negative mental health 
outcomes remains unsettled,119 with research still predominantly focused on finding a causal link 
between social media and harms rather than on policy solutions to the harms people have continued to 
experience. 
 
The parallel with chatbot products, science, and policy is likely evident. While conclusive scientific 
evidence examining and explaining human-chatbot interaction evolves, there are important policy 
problems to which the public is increasingly demanding answers. At least three relevant lessons can be 
drawn from how policy has confronted social media: (1) that voluntary commitments by companies 
have been largely ineffective at addressing harms, (2) scientific evidence alone cannot offer timely and 
effective policy solutions for the technological harms people are experiencing, (3) a lack of public 
information and data has delayed interventions.  

Virginia Proposed Legislation 
Legislation introduced in the last General Assembly session focused on companion chatbots and 
minors, with some notable differences between the House and Senate versions of bills addressing these 
issues. The HB 635 more narrowly defined companion chatbots, whereas SB 796 used a definition 
that could encompass general purpose chatbots. The House bill would have banned chatbots for 
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minors that make certain content available. Although the Senate bill mentions minors in the title and 
definitions, there are no specific operative provisions pertaining to minors. Table 3 below provides a 
comparison of the two bills and their key provisions. 
 

Key Provisions HB635: Artificial Intelligence 
Chatbots Act 

SB796: Artificial Intelligence 
Chatbots and Minors Act 

Covered entities Any person, partnership, 
corporation, developer, deployer, or 
agency making a companion 
chatbot available to a user in VA. 

An operator with 500,000 or more 
monthly active users worldwide.  

Definitions  Companion chatbot: A generative AI 
system with a natural language 
interface that simulates a sustained 
human-like relationship by 
retaining prior interaction / 
preference data, asking unprompted 
questions, and sustaining personal 
dialogue.  
 
Exemptions: Customer service bots 
and bots used only for internal 
purposes or employee productivity. 
 
Minor: Anyone younger than 18. 

Chatbot: An AI, algorithmic, or 
automated system that produces new 
expressive content/responses not fully 
predetermined, accepts open-ended 
natural language or multimodal input, 
and maintains a conversational state 
across multi-turn dialogue. 
 
Exemptions: Internal workplace tools, 
university research systems, and 
specific customer service functions. 
 
Minor: Anyone younger than 18. 

Key provisions ● Disclosures: Requires a 
static, persistent disclosure 
that the chatbot is not 
human, plus pop-up 
disclaimers indicating the 
non-human nature of 
chatbot every 30 minutes, 
when prompted, or when 
providing regulated advice. 
 

● Crisis protocols: protocol to 
detect user expressions of 
suicide/self-harm and notify 

● Disclosures: Requires a static, 
persistent disclosure that the 
chatbot is not human, plus 
pop-up notifications at login, 
every 30 minutes, when 
prompted, or when providing 
regulated advice. 
 

● Identify & mitigate emotional 
dependence: implement 
systems to identify when a 
user is developing emotional 
dependence and take steps to 
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them of crisis resources. 
 

● Transparency: mechanisms 
for users to report adverse 
incidents, publicly publish 
an anonymized catalog of 
incidents, publicly publish 
safety test findings, and 
issue public quarterly 
reports on metrics like 
mental health redirects. 

reduce associated risks. 
 

● Crisis protocols: Must provide 
prominent crisis messages if a 
user shows signs of a mental 
health crisis. Must try to 
notify emergency services 
within 24 hours. If 
impossible, must prompt the 
user to seek help. 
 

● Transparency: Must report 
any known "covered incident" 
(death, suicide attempt, severe 
injury/psychiatric emergency 
linked to the chatbot) to the 
Attorney General within 15 
days, and specifies what 
should be included in these 
reports. 

Specific provision 
for minors 

● Bans companion chatbots: 
bans companion chatbot 
for minors (under 18) if it is 
capable of encouraging self-
harm, violence, drug use, 
eating disorders, or illegal 
activity; offering 
unsupervised therapy; 
engaging in erotic/sexually 
explicit interactions; or 
prioritizing mirroring over 
user safety. 
 

● Data privacy: Prohibits 
training the chatbot model 
on a minor's inputs unless a 
parent/guardian provides 
affirmative written consent. 

● None 
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Enforcement ● Consumer Data Protection 
Act: Enforced entirely via 
the existing enforcement 
and penalty mechanisms of 
the Virginia Consumer 
Protection Act. 

 

● Attorney General: Can seek 
civil penalties of up to $50,000 
per violation (with each day of 
non-compliance counting as a 
separate violation). 
 

● Private Right of Action: 
Harmed individuals (or 
parents/guardians of a harmed 
minor) can bring a civil suit 
for actual damages, attorney 
fees, injunctions, and punitive 
damages if the violation was 
willful/reckless. 

Table 3: Virginia proposed legislation on chatbots and minors introduced in the 2026 session 

Policy Landscape 
This year around 100 bills on AI chatbots have been proposed in 34 states, and 16 bills have been 
passed by state legislatures and signed by governors.120 New York passed the first chatbot-specific 
regulations in 2025 as part of the state budget, followed by California (SB 243). New York’s legislation 
targeted AI companions, requiring chatbot operators to take “reasonable efforts” for detecting and 
addressing suicidal ideation or self-harm. California passed SB 243 in 2025 targeting operators of AI 
companion chatbots and requiring a protocol for preventing the production of suicidal ideation, 
suicide, or self–harm content to the user, along with a prohibition on chatbots producing sexually 
explicitly material or engaging in sexually explicit conduct with a known minor. For minors, SB 243 
also requires disclosures that a chatbot is not human and break reminders every three hours.  Although 
SB 243 had substantial civil society support initially, many of those advocacy groups withdrew their 
endorsement after the bill underwent substantial changes at the request of industry representatives, 
such as exemptions for smart speakers and video games.121 Subsequently, several states have modeled 
their chatbot proposals on SB 243 (e.g. Connecticut, Colorado, Georgia, Idaho, Iowa, Oregon, and 
Washington), and most proposals share the same basic array of provisions: 
 
● Mandatory disclosures that a chatbot is not human at regular intervals; 
● Protocols for detecting crisis situations (self-harm, suicide) and referrals to support resources, 

such as the National Suicide Prevention hotline; 
● Restrictions on chatbots representing themselves as licensed medical professionals; 
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● Reporting requirements for chatbot operators, such as annual reports detailing safety metrics 
and adverse incidents; 

● Stricter protections for minors, including limits on sexually explicit content, unpredictable 
reward systems, and manipulative design features; 

● Exemptions for a wide range of chatbot operators, including customer service chatbots, 
internal business productivity tools, smart speakers, and video game characters; 

● Enforcement by the state’s attorney general. 
 
Some analyses of California’s chatbot legislation and its subsequent manifestations in other states have 
identified potential weaknesses and ambiguities in the law,122 such as the large list of exemptions, 
which may wind up exempting mainstream chatbot providers, and a lack of clarity on terms like 
“reasonable efforts” or “technically feasible” methods for provisions pertaining to minors. Several state 
bills targeting minors would require AI companies to perform some kind of age verification, which is 
often not specified or may inadvertently require more data collection on minors. In the absence of a 
clear technical rule-making agency that can oversee audits and support investigations and 
enforcement, there is no mechanism to clarify vague language regarding implementation. 
Additionally, all state legislation is likely to face enforcement challenges because attorneys general are 
often under-resourced and spread thin across consumer protection issues. 
 
Conversations with stakeholders also surfaced other considerations regarding state chatbot laws. For 
instance, there are ongoing debates about whether chatbot outputs can be considered speech and 
therefore gain protection as free expression under the First Amendment. A related First Amendment 
concern is whether users have a right to access the content of chatbot conversations, and whether this 
could limit restrictions on chatbot design features. As POLITICO notes in a recent newsletter on 
chatbot legislation, “[t]he First Amendment protects not only the right to speak, but also the right to 
listen,” and this right has been upheld with regard to contentious content in the past.123 However, it is 
too early to say whether there will be litigation against state chatbot laws based on these objections. 

Federal Legislation 

There have been several proposals for federal legislation on chatbots in the last few years. To date, no 
federal legislation has passed, and proposals are still in early stages of debate and negotiation. Table 3 
below provides an overview of relevant federal legislation under consideration. 
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Proposal / Status Summary Specific 
to 
minors? 

GUARD Act 
(S.3062) / 
Introduced 

● Defines “AI companions” and “AI chatbots” 
● Requires disclosures that chatbot is not human and 

prohibits chatbot claiming to be human or representing 
itself as a licensed professional 

● Requires disclosures at regular intervals that chatbot does 
not provide licensed services (e.g. therapy) 

● Prohibits making a chatbot public if it engages minors in 
sexually explicit conduct or generates sexual material, or if 
the chatbot encourages minors to suicidal ideation, self-
harm, or violence 

● For AI companions, users would be required to create an 
account, and accounts would require age verification 

● Prohibits minors from using AI companions 

Y 

CHATBOT Act 
(H.R.7985 / 
S.4407) / 
Introduced 

● Defines “AI chatbot” 
● Prohibits advertising a chatbot that implies it has a 

professional license or that outputs have been vetted by 
licensed professionals 

● Tasks the FTC with consulting relevant agencies and 
experts to provide guidance on how to comply with the 
bill 

N 

SAFE BOTs Act 
(H.R.6489) / 
Introduced 

● Defines “chatbot” 
● Prohibits providing a chatbot that claims to be a licensed 

professional to minors 
● Requires disclosures to minors that the chatbot is not 

human and a break reminder after three hours 
● Requires policies addressing sexual material, drugs, 

alcohol, and gambling for minors, along with a protocol 
for referring crisis situations to suicide and crisis 
prevention hotlines 

● Directs the Secretary of Health and Human Services to 
conduct a four-year longitudinal study evaluating the risks 
and benefits of chatbots on the mental health of minors 

● Blocks any state from passing laws covering the same 
matters 

Y 
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Kids Internet and 
Digital Safety 
(KIDS) Act (H.R. 
7757) / Passed in 
the House 

● Defines and pertains to a range of online services, 
including online platforms, adult websites, social gaming 
sites, AI chatbots, and data brokers 

● Requires age verification for platforms containing sexually 
explicit material 

● Platforms must set privacy settings to maximum level for 
minors as default and provide minors with controls to opt 
out of personalized recommendations and more 

● Bans the use of minors’ data for targeted advertising  
● Mandates platforms provide parental controls for minor 

accounts 
● Requires chatbots to disclose that they are not human, 

provide crisis intervention resources to minors, and break 
reminders to minors after three hours 

Y 

Table 3: Proposed federal legislation on chatbots. 

Litigation & Investigations 
 
There have been several federal and state-level investigations and cases involving chatbots in the last 
couple of years. In September last year, the FTC announced an inquiry into chatbot companions that 
included orders issued to major chatbot companies, like OpenAI and Alphabet (Google), along with 
companies marketing “companion” chatbots, like Character.AI. Investigations and litigation have 
focused on the emotional and relational harms associated with AI chatbots. 
 
● Florida v. OpenAI, Inc. and Samuel Altman (June 2026): The Florida Attorney General has 

sued Open AI and Sam Altman, claiming that OpenAI engaged in “unfair and deceptive trade 
practices” by promoting ChatGPT in a manner that leads average consumers to believe it 
possesses clinical expertise and accuracy.124 

● Pennsylvania Department of State (Board of Medicine) v. Character Technologies, Inc. (May 
2026): Building on the Pennsylvania Department of State’s AI Task Force investigation into 
AI systems and the unlicensed practice of medicine, the Commonwealth’s State Board of 
Medicine sued Character.AI for creating a chatbot named “Emilie” that presented itself as a 
“Doctor of Psychiatry.”125 

● Commonwealth of Kentucky ex rel. Coleman v. Character Technologies, Inc. (January 2026): 
This complaint alleges that Character.AI deployed “dangerous, unregulated technology” that 
uses deceptive, addictive design loops to hook minors.126 
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● Federal Trade Commission: The FTC announced an inquiry into AI companions in 
September 2025 “to understand what steps, if any, companies have taken to evaluate the safety 
of their chatbots when acting as companions, to limit the products’ use by and potential 
negative effects on children and teens, and to apprise users and parents of the risks associated 
with the products.” Orders were issued to Alphabet, Character, Meta, Instagram, OpenAI, 
Snap, and SpaceXAI.127 

● Texas Attorney General Investigation into AI Mental Health Marketing (August 2025): The 
Attorney General opened an official civil investigation targeting Meta AI Studio and 
Character.AI, examining whether these companies misled Texas consumers by deliberately 
marketing chatbot companions as mental health, counseling, and emotional support tools.128  

● 44 State Attorneys General issued a letter to AI companies (August 2025): A bipartisan coalition 
of state attorneys general raised serious concerns about children’s safety in a letter issued to 
major AI developers (including OpenAI, Anthropic, Meta, Character.AI, and Replika). The 
letter cited a series of high-profile psychiatric crises and wrongful deaths and demanded that 
tech companies implement guardrails.129 

Recommendations: Legislative Principles & Policy Options 

The recommendations below are presented as a set of legislative principles with associated policy 
options intended to incentivize and require certain safety protocols and guardrails. The policy options 
do not comprehensively address all of the policy issues raised in this report. Instead, they aim to 
address the most severe harms and propose policy interventions targeting some design features 
associated with emotional and relational harms based on recommendations in the academic literature 
and general trends in other states’ legislation on chatbots.  
 
There is a developmental case for additional heightened safeguards for minors, but it is important to 
note that minors are not a homogeneous group,130 and guardrails should ideally account for variations 
among age groups and individuals. If legislation includes separate provisions for minors, this report 
does not make a case for specific age assurance methods. Instead, the recommendations suggest 
leveraging user accounts to gate certain design features and provide parents and guardians more 
discretion and control.  
 
Finally, the recommendations also aim to build the evidence base on chatbots and behavioral 
outcomes with the goal of generating insights that can inform future policy decisions. Early 
interventions accompanied by mechanisms to learn from the impact of those interventions can help 
foster and preserve innovation by mitigating the unintended consequences of legislative solutions.    
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Principle 1: Mitigate extreme harms for all users 

Policy options: 
● Require chatbot operators to implement protocols for crisis situations (self-harm, suicide, 

violence), e.g. referrals to crisis services and policies published prominently in clear, accessible 
language on the company website and accessible from the chatbot interface  

● Require chatbot operators to provide a clear, conspicuous way for users to report harmful 
interactions 

● Prohibit misrepresenting a chatbot in marketing material or in conversational chats as a 
licensed professional or as providing licensed services (such as mental health support) 

Principle 2: Target design features 
Policy options: 
● The definition of covered entities/operators should clearly include developers and deployers as 

parties responsible for chatbot design and functionality 
● Use a definition of “AI chatbot” that encompasses all AI chatbots, not just those marketed as 

romantic companions.  
○ Rather than granting exemptions based on use cases (e.g. customer service chatbots), 

consider granting exemptions based on either (1) demonstrated safeguards and risk 
profiles through risk assessment process; or (2) structural platform restrictions on 
chatbot design features (e.g. chatbots that users cannot engage with for more than 
three hours continuously, or chatbots that users cannot re-engage with in ongoing, 
discontinuous conversations with retained memory) 

● Require a static disclosure that chatbot is not human that is visible throughout a 
conversational session 

● Address engagement-maximizing functionalities 
○ Require periodic break reminders for all users every two hours 
○ Require chatbots provide usage summaries at the end of each session and on account 

dashboard for users with accounts 
○ Require friction-free exit (prohibit manipulative design features that make exiting a 

chat or deleting an account harder than staying) for all users 
● Address intimate functionalities: 

○ Provide a default model with limited sycophancy 
○ Provide a default model that does not anthropomorphize (e.g. using personal 

pronouns, emulated empathy, etc.) 
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○ Provide a default model that is not capable of engaging in sexualized, romantic, or 
erotic conversations 

○ Require account creation for users to access intimate functionalities / other model 
versions 

● For minors:  
○ Ensure there is an option to create an account and link an account to a parent account 

or dashboard 
○ For minor account holders, require privacy settings to be set to the highest default (e.g. 

no training on chats, no data retention between chats) 
○ For minor account holders, prohibit intimate functionalities by default 
○ Provide clear, easy-to-use parent/guardian controls for minor accounts that allow 

parents to customize design features for minors in alignment with their developmental 
stage/needs 

■ Parent/guardian controls should be opt-out rather than opt-in (i.e. default 
settings for minor accounts should be the most privacy-enhancing and design-
constrained, with options to loosen these restrictions) 

Principle 3: Mandate transparency and accountability 
Policy options: 
● Emotional and relational model risk assessment to be filed with DBHDS; DBHDS to lead 

consultative process with industry, VITA, VDH, and CAII to develop guidance for 
compliance 

● Require providers to report adverse incidents to DBHDS and VDH (e.g. how many crisis 
referrals made, under what conditions, inappropriate model responses to crisis situations, etc.) 

● Require providers to submit an annual report on user-submitted complaints to DBHDS; 
DBHDS to issue reporting guidance 

● DBHDS to begin collecting data from community services boards on mental health crises 
associated with digital harms 

● Attorney General’s Office to impose civil penalties 
● Empower the Attorney General’s Office to investigate suspected violations of bill provisions 

 
Note on oversight and enforcement: Virginia does not have a designated oversight agency with 
technical expertise to effectively implement provisions of an AI bill. JCOTS will continue ongoing 
discussions with the Executive branch to determine options for effective oversight. 



Supplementary Report: AI Chatbots 

 
37 

Principle 4: Enable user choice and autonomy 

Policy options: 
● Require chatbot operators to offer clear, easy-to-use parent/guardian controls for minor 

accounts 
● Require chatbot operators to provide clear, customizable options for all users to adjust design 

features, with default settings to restrict design features associated with these risks so users 
must proactively opt-in to use features like intimate functionality or follow-on questions 

Principle 5: Enable legislative learning 

Policy options: 
● Ask JCOTS to report on data collected because of legislation (risk assessments, incident 

reports, user-submitted reports), evaluating the quality of reported information and insights 
gained from mandated reporting after 1 year, make recommendations for improvements 

Principle 6: Engage affected communities 

Policy options: 
● Actively reach out to youth and youth organizations for input on draft legislation next session 
● Ask JCOTS (perhaps in collaboration with VDH) for report on participatory methods for 

developing effective, autonomy-preserving online safety legislation targeted toward minors 
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Bill Study - App Store Accountability Act (SB237) 

How to read this report 

This bill study is organized into nine sections as follows: 

●​ The Executive Summary provides a synopsis of the bill study and presents the key takeaways; 
●​ Key Concepts provides definitions for important terms used throughout the report; 
●​ The Introduction explains what is the problem addressed in the bill, what evidence supports 

the problem, and why it matters to the Commonwealth;  
●​ Understanding Age Assurance provides a technical overview of the methods for assessing 

the age of users and the tradeoffs in accuracy, privacy and accessibility; 
●​  The Policy Landscape compares Virginia’s introduced bill to legislation in other states and 

reports what is known about their outcomes;  
●​ Finally the Policy Recommendation section puts forth several recommendations for 

policymakers to consider.  

The report can be read as a continuous document, or be skipped to sections of interest. The main 
compelling ideas are presented in the Policy Recommendation section.  

 

Executive Summary 

This study reviews the evidence surrounding age assurance and considers the concerns raised by 
placing age verification and parental consent duties at the app store level. Available data supports the 
concerns that prompted SB237, but it does not show how often these harms occur or how effectively 
app store age verification would prevent them. Furthermore, similar laws in other states have been 
enacted within a short time frame and have yet to produce measurable results. In addition, recent age 
assurance legislation in other states has been subject to litigation, substantial amendments, and delays 
in implementation. 

The study presents five recommendations for policymakers to consider. First, to improve the quality 
and reliability of information users have about apps, an independent body should audit age ratings and 
content descriptions assigned by app developers. Second, to decrease the risk of consent fatigue, 
parental controls should be easy to understand and use, and controls should be set to the highest 
default safeguards with options to remove safeguards. Third, to improve the information policy makers 
and technologists have about risks and harms, users should have a clear way to report adverse 
experiences in app stores. Fourth, parental consent should apply only to apps whose age rating exceeds 
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the user’s age category, or to apps that involve purchases. Finally, to enhance accountability, app store 
providers should collect and publicly report the data needed to assess how these requirements work in 
practice. 

 

Key Concepts 

Age assurance: Refers to the overarching methods employed to establish, verify or estimate the age or age range 
of an individual. These methods include age verification, age estimation, and age inference; a fourth approach, 
age attestation, involves no confirmation and is treated as a weak control. Furthermore, these methods provide 
different degrees of certainty and may have different implications for privacy, costs, accuracy, and accessibility  [1, 
2]. Age assurance does not necessarily require confirmation of identity: age can be treated as a separate attribute 
from identity  

Age attestation: A declaration of age made by a user, or by another person on the user’s behalf, without a 
direct confirmation from official identification documents. Attestation is not among the three core methods 
recognized in the international standard on age assurance [1], which treats an unchecked declaration as a weak 
control. Nonetheless, app store accountability acts in the US allow an affirmative attestation by a parent or legal 
guardian of a minor as a method for satisfying the requirements in age-category verification [3-6]. 

Age estimation: An age assurance method that analyzes biological or behavioral attributes associated with age 
to determine the age or age range. Facial analysis is one common example of this method. Since this estimation 
produces a likelihood rather than a factual confirmation, errors may occur near the legal age thresholds that 
determine eligibility [1, 7].   

Age inference: An age assurance method that uses verified information to draw an indirect conclusion about 
the age or age range of an individual. Such information may include for instance, the ownership of a financial 
product that is available only to adults [1]. 

Age rating: One or more classifications that indicate the suitability of the content and functions on an app or 
in-app purchase, to the user associated with an age category. Under app store accountability acts, the developer is 
responsible for assigning the age ratings. However, unlike other types of ratings (e.g., films),  app ratings are not 
required to be issued or validated independently.  

Age signal: Information related to an age category or age range that an operating system or app store transmits 
to a developer. Developers may use the signal to apply age-related restrictions and protective settings. An age 
signal communicates information about age rather than a decision made by a parent concerning a particular app. 
Major technology platforms have begun providing age signal interfaces, although the access is generally limited 
to jurisdictions where legislation requires the service [8, 9].  
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Age verification: An age assurance method that calculates the age of a user from a date of birth confirmed from 
an official source (e.g., passport or driver’s licence). Age verification offers the strongest assurance but it also 
excludes users who do not possess the required documents [1]. 

App store: An online resource that is publicly available (i.e., website, software application, or other electronic 
service or platform) and allows account holders to download and install apps created by third-party developers.  

Content description: A description of the specific elements or functions that inform an app's age rating. In 
general, the developer is required to provide both the app content description and the age rating.  

Data minimization: The principle that an organization should collect only personal data that is adequate and 
reasonably necessary for a disclosed intention. Data minimization is a core requirement of the Virginia 
Consumer Data Protection Act [10, 11].  

Significant change: A modification to the terms of service or privacy policy of an app that changes the 
categories of data collected, stored, or shared. The term also includes changes to the age rating or content 
description, and applies when an app adds in-app purchases or advertising that it did not previously include. 
The term was first used in Utah’s App Store Accountability Act from 2025 and was adopted into the state bills 
that followed. The closest analogue in federal law is the “material change” under COPPA. 

Verifiable parental consent: An authorization granted  by a parent or legal guardian before a specified action 
involving a minor may proceed. Under COPPA, the term refers to consent for the collection, use, or disclosure 
of personal information from a child younger than 13 [12].  

Zero-knowledge proof (ZKP): A cryptographic method that allows an individual to prove a claim, such as 
being older than 18, without disclosing an underlying identity document or other personal information. 
ZKP-based age assurance has been deployed by the European Commission and by Google Wallet [13, 14].  

Introduction 

For the last decade, mobile applications (“apps”) have been the primary way for young people to engage 
with the digital world, and  app stores have been the most popular means of accessing those apps. An 
app store allows an individual to download mobile apps created by third-party developers onto a 
mobile device. Apple and Google are the two largest app store providers, although other companies 
also operate app stores. Most of the mobile apps that are used by young people today, including games, 
social media, text messaging services, and chatbots, can be downloaded through an app store. A 2024 
Pew Research Center survey found that 95% of U.S. teenagers ages 13 to 17 had access to a smartphone 
at home, and nearly half said they were online almost constantly [15]. The US Surgeon General 
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similarly reported that approximately 95% of adolescents use at least one social media platform, with 
more than one-third using social media almost all the time [16]. 

There has been an increase in public concern regarding the amount of time children spend using 
digital media and the specific content they engage with. The Centers for Disease Control and 
Prevention (CDC) in its 2023 Youth Risk Behaviour Survey found that 16% of US high school 
students experienced cyberbullying during the previous year [17]. Additionally, the Surgeon General 
reported that approximately two-thirds of adolescents across the US were often or sometimes exposed 
to hate-based content on social media [16].  A separate study by Common Sense Media found that 
73% of teenagers between 13 and 17 had seen pornography on the internet. It is noteworthy that 
among all respondents, 29% reported having encountered that content only by accident, without ever 
intentionally searching for it [18]. A separate report by the same organization found that nearly three 
in four teenagers had used AI companion applications, with half using them regularly, and that around 
one-third of those users had felt uncomfortable with something an AI companion said or did [19]. The 
Federal Trade Commission has since opened an inquiry into how providers of such applications 
evaluate their safety for children and teenagers, although that study is not an enforcement action and 
has not yet been reported [20]. App stores do not directly cause these harms because harmful conduct 
occurs after accessing an app. However, app stores constitute an important gatekeeper in accessing the 
content consumers are concerned about. Therefore, app stores may be an important site for 
intervention before a minor engages with harmful content.  

App store users have historically had limited information available before deciding whether to 
download an app. In a 2012 review of children’s mobile apps, the Federal Trade Commission found 
that disclosures about data collection and in-app purchases were often missing before installation. 
Only 20% of the apps provided a privacy disclosure before download, and only 15% disclosed 
advertising, even though 58% contained it [21]. In addition, the FTC found that the information 
provided after download could be too late for parents or guardians to take action, as children may have 
already been using the app or a parent may have already been charged [22]. Although these findings are 
over ten years old, more recent research suggests that the gap has not been closed. A 2023 study of 
20,195 Google Play apps for children found that approximately 81% of those designed exclusively for 
children used trackers, and that around 19% reported age ratings that were inconsistent across rating 
authorities [23]. Additionally, a 2026 study of nearly six thousand child-accessible mobile apps found 
that while both major app stores (i.e., Apple and Google) provide privacy labels for mobile apps, there 
was a high level of inconsistency between the labels an app displayed on each store, indicating that 
these disclosures do not reliably reflect what an app actually collects and shares [24]. 
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One of the most clearly documented concerns is financial harm. For example, in 2014, as part of a 
settlement agreement with the FTC, Apple agreed to issue at least $32.5 million in refunds to parents 
who were charged for purchases made by their children without their consent [25]. As of June 2025, 
the FTC distributed more than $126 million to Fortnite players as a result of complaints involving 
unauthorized purchases of in-game items made using the credit cards of parents without their 
knowledge [26].  

App Store Accountability in the News 

●​ "Supreme Court won't block Texas app store age verification law," Reuters, 6 July 2026 
●​ "Louisiana sues Roblox alleging the popular gaming site fails to protect children," Associated 

Press, 14 August 2025  
●​ "Utah becomes first state to pass legislation requiring app stores to verify user ages and get 

parental consent for minors," Associated Press, 6 March 2025 
●​ "App stores are set to verify ages under a new Utah law — and Meta, Snap, and X are thrilled," 

Business Insider, 6 March 2025  
●​ "FTC Sends $126 Million in Refunds to Fortnite Players Who Were Charged for Unwanted 

Items, Reopens Claims Process," Federal Trade Commission, 25 June 2025 
●​ “France Joins a Global Move Toward Restricting Social Media for Children,” The New York 

Times, 21 July 2026 

The growing public concern on these issues has begun to translate into state law, as existing federal 
protections have proven inadequate for addressing the policy issues around apps. The Children’s 
Online Privacy Protection Act (COPPA) was designed to regulate the collection of personal data for 
children under 13, and therefore leaves younger and older minors outside its protection [12]. 
Furthermore, the parental consent required by COPPA covers only the management of personal 
information and not the action of downloading or making app-related purchases. COPPA has many 
well-evidenced weaknesses in the current digital environment. The FTC released a report in 2024 
detailing how major online services often treated teens no differently from adults when collecting their 
data, covering practices from 2019 and 2020 [27]. The report noted that most online services do not 
place any restrictions on minors accessing the services they offer, and it recommended that Congress 
extend privacy protections to minors over 13. However, Congress has not enacted such protections yet. 
In the absence of federal action, several states have begun to introduce their own laws to regulate the 
access of minors to mobile apps. 
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SB237 enters this developing state policy landscape with a basic premise: the tools parents need already 
exist, but providers do not offer them consistently, and there are no mechanisms to hold providers 
accountable. For example, Apple, Google, Samsung, and Amazon each already offer some capabilities 
for capturing age signals or requesting parental consent. However, each company makes these tools 
available only in the jurisdictions where legislation requires them, rather than across all markets [8, 9, 
28, 29]. In some cases, providers have publicly opposed the legislation requiring these tools. For 
example, Google has raised concerns with age verification laws from the Texas App Store 
Accountability Act (SB2420)[5] in their developer manuals [30]. Similarly, Apple highlighted that 
those laws would require the collection of sensitive, personally identifiable information to download 
any app, “even if a user simply wants to check the weather or sports scores” [31].   

Additionally, some evidence suggests that parents want more choices about how and when children 
download apps, but they also find managing children’s device use to be challenging. In a survey 
conducted by Pew in late 2023, it was reported that 76% of parents considered managing their 
children’s phone time an important or top priority, while only 47% reported that they already limit it. 
Additionally, 43% of parents described the task as hard, compared to 26% who found it easy [32]. In 
short, proposed legislation, including SB237, aims to address the challenges parents and minors are 
encountering when trying to exercise choice over what content they want to access. It would require 
app stores to provide, before every download or purchase, information that users need to determine 
whether to download a specific app and options for parental oversight that parents desire but currently 
lack in most jurisdictions. 

The available evidence supports the existence of the problem that app-store age-verification aims to 
solve, but it does not demonstrate whether it would successfully address those concerns. Therefore, 
three questions remain open: 1) whether better disclosure and a parental consent requirement actually 
lead parents to make better decisions; 2) whether the app store is the right point of intervention, given 
what it can and cannot reach; and 3) whether the age of every account holder can be assessed without 
creating the privacy risks that the bill seeks to prevent. The sections that follow address each of these 
questions. 

Understanding Age Assurance 

In order to safeguard minors online, providers rely on a family of methods collectively referred to as age 
assurance, which differ substantially in how they work and what their tradeoffs are in terms of privacy, 
user burden, and cost. Different methods of age assurance may determine how well a legislative 
requirement works in practices. The international standard on age assurance (i.e., ISO/IEC 27566-1) 
recognizes three main methods of age assurance: verification, estimation, and inference [1]. 
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Age verification checks a user’s age against an authoritative source  (e.g., passport, driver’s licence, 
credit card, etc.). Because it relies on a verified record rather than an estimate, it provides the strongest 
assurance of the three methods. That higher level of certainty comes with a greater burden. Users must 
have and submit an official document, which may exclude people who do not possess one, and the 
provider must collect identity information that some users may be reluctant to share [1]. Age 
estimation does not rely on an official document. Instead, it uses physical or behavioral attributes, 
most commonly facial analysis, to estimate a person's age or age range. This approach may be less 
intrusive, but it cannot provide the same degree of certainty, particularly near legal thresholds such as 
the boundary between ages 16 and 18 [7]. Age inference uses other verified information to draw an 
indirect conclusion about age. For example, ownership of a financial product available only to adults 
may indicate that a user is over 18. The reliability of this method depends on how closely the 
underlying information is connected to age; a weak or indirect signal provides limited assurance. 

An important concern is that age estimation, and to a greater extent age verification, may require an 
app store to process personal information or biometric data for every user, not only for minors. 
Therefore, in order to identify which users are minors, an app store provider may first assess the age for 
every account, effectively creating an age-gate for all users. The selected method used by an app store 
provider will largely determine how much data must be collected and to whom the method applies.  

These methods also differ in who performs the check. An app store may assess age itself, or it may 
delegate the task to a specialist age verification provider. Delegation carries its own tradeoff, since it 
would imply sharing the user’s personal information with third-parties [33]. In addition, a technical 
assessment published by the Knight-Georgetown Institute found that no single method is sufficient on 
its own because self-declaration, commercial and government records, government identification 
documents, and age estimation all have limitations in either precision or availability [33].  Thus, the 
report suggests that a good age assurance system must support several methods, so that the user can use 
alternatives in case one of these is not applicable in a specific situation.  

Many legislative requirements to safeguard minors do not specify the technical means of age assurance, 
leaving this determination up to providers. This ambiguity introduces additional risks: mandating age 
assurance may give providers a blank slate to collect even more data about all users, or it may introduce 
new security risks when third party age verifiers are enlisted to conduct age assurance. 

Applying age assurance in app stores 

The question for policymakers is whether age assurance, when applied at the app store, would protect 
children from the harms they encounter through apps. Answering this question requires two 

8 



Bill Study - App Store Accountability Act (SB237) 

conditions to hold. First, the app store must be able to establish the age category of its account holders. 
Second, the apps themselves must have accurate information about their content, so that an age 
category can be matched to an appropriate restriction. Unfortunately, currently neither condition is 
fully satisfied.  

Placing age assurance at the app store carries a structural advantage that allows the assessment to be 
performed once at a single point instead of multiple times by every developer. Thus, centralizing age 
assurance would reduce the burden on users and the number of parties that must hold personal data. 
However, because age verification is associated with an individual account, it may not always be 
accurate in reflecting the actual age of the user operating the device at that particular time, especially if 
several users share a device. 

The second condition concerns whether the information presented to the account holder truly reflects 
the app's actual content. Each app is assigned an age rating based on a questionnaire completed by the 
developer, without independent confirmation. On Google Play, these responses are based on the 
International Age Rating Coalition (i.e., IARC) system, and although member authorities may review 
and override a rating, they generally do so through spot checks and user complaints rather than 
through pre-release inspection [34, 35]. Apple, on the other hand, assigns ratings through its own 
questionnaire, without a coalition of rating authorities [36]. Moreover, a five-year study of the Google 
Play Store found that hundreds of top apps carried content ratings that did not initially match their 
actual content and were corrected only later. Moreover, ratings can change without notifying the user 
so a child who downloaded an app under one rating may afterward be exposed to content under the 
revised rating [37]. Furthermore, because a higher rating would result in a smaller audience, developers 
face a financial incentive to provide a conservative, lower self-rating in the questionnaire.  

Treating  the app stores as the centralized point through which minors reach apps could be classified 
simultaneously as too broad and too narrow. It is too broad in that it applies to all apps rather than only 
to the categories that are the most associated with online harm (e.g., social media, messaging, or 
content-sharing apps), extending the same requirements to apps that carry little or no relevant risk 
(e.g., bookstores, learning apps). There is often a misconception that what the bill proposes would be 
the equivalent of requesting to show an identification for a restricted item in a physical store (e.g., 
alcohol), however this is not a valid analogy in this context, since a store checks identification only at 
the moment a restricted product is purchased, whereas app-store age verification would require every 
user to have their age assessed simply to enter the app store, and would then require parental consent 
for a minor to download any app at all [38, 39]. Therefore, the requirement would arguably reach well 
beyond the categories of apps that motivated the bill: the age-assessment burden falls on every user, and 
the consent burden falls on minors across all apps rather than only those carrying age-restricted content 
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[39]. The technical literature supports this distinction by identifying two separate use cases for age 
assurance: applying “safer defaults” for general-purpose applications versus restricting access to specific 
content categories [33]. Of course, without accurate, independently audited age ratings for apps, there 
is no way to determine with certainty which apps carry higher risks for minors. 

At the same time, it’s too narrow because minors can often access the same content outside of app 
stores. Although the bill’s definition of “app” is broad enough to include a web browser itself, 
Virginia’s proposed bill would regulate the download of apps through an app store and likely would 
not apply to the websites and web-based services a minor visits through a browser once it is installed. 
For example, a minor could download a browser, such as Google Chrome, and navigate to Instagram 
using a URL and log into an Instagram account through the browser—all without downloading the 
Instagram app. As all modern devices ship with a web browser installed, a minor would still have the 
ability to access a service via an Internet browser without having access to the app store or going 
through the parental consent process [40].  

There are also additional gaps that arise at the point of distribution for mobile apps; because the bill’s 
definition of “app store” refers to platforms that host apps from third-party developers, a developer 
that distributes only its own app from its own website falls outside both the “app store” and the 
“developer” definitions [40, 41], and developers using payment methods outside the purchasing system 
of an app store must implement their own parental consent mechanisms [29]. Additional evidence 
suggests that when the coverage of regulations is inconsistent, users would be inclined to use the 
least-regulated services. For example, after Louisiana required age verification for adult websites, search 
interest decreased for compliant sites and increased for non-compliant sites [42].  As such, while age 
assurance through the major centralized app stores would encompass many of the avenues users take to 
download apps, it does not address web access and first-party distribution models.  

Challenges to Age Assurance 

There are several important challenges and critiques of age assurance, including limits of effectiveness, 
risks to privacy and user rights, and the implications of layering parental consent on top of age 
assurance mechanisms. The Knight-Georgetown Institute has evaluated age assurance systems by 
considering four main criteria: (i) baseline accuracy, (ii) resistance to circumvention, (iii) availability, 
and (iv) privacy [33].  In so doing, they found that no one mechanism works well across all four 
dimensions, and that these trade-offs are inherent for all current age assurance approaches, not a result 
of immature technology. The two subsections that follow groups the criteria into two key questions: 
whether age assurance is effective and what it costs in terms of privacy and user rights.  

10 



Bill Study - App Store Accountability Act (SB237) 

A) Effectiveness  

The most comprehensive assessment of these methods to date is the Australian Age Assurance 
Technology Trial, an independent evaluation of 48 providers and more than 60 technologies, 
conducted before the introduction of minimum age requirements for social media [43-45]. The trial 
concluded that age assurance "can be done in Australia privately, efficiently and effectively," and that 
there are no substantial technological barriers preventing its deployment. However, the trial did also  
specify that no single solution would suit all the use cases, and therefore, no specific method can 
guarantee to be effective in all circumstances. 

To date, Australia has produced the most compelling evidence of how such requirements perform in 
practice. Researchers at the University of Newcastle surveyed adolescents before and three months 
after the Social Media Minimum Age Act took effect in December 2025, and found that more than 
85% of respondents under 16 continued to access the restricted platforms, even though two-thirds of 
them reported encountering an age check [46]. The form of verification they encountered the most 
was a self-declaration of age, although the eSafety Commissioner  indicated that such a method was 
insufficient not long before the Act took effect [72]. Between 54% and 68% continued using the 
accounts they had before the regulation took place, while a smaller group used fake accounts, accessed 
services through other people's accounts, or relied on private browsing [46]. Surprisingly, a separate 
survey conducted on children that still used restricted platforms found that only 4% to 5% had used a 
VPN or a comparable tool, and that most had not needed a workaround at all, because the platforms 
had never identified their accounts in the first place [47]. The authors attributed this outcome not to 
the ingenuity of minors but to age checks that were not effective. 

Circumvention is often assumed to be the principal obstacle to age assurance, but the available 
evidence gives limited support to that assumption. After the United Kingdom introduced the Online 
Safety Act in July 2025, several VPN providers reported sharp increases on sign-ups, in some cases of 
more than 1,000% [48]. Although this suggests an intention to bypass age checks, it does not establish 
that circumvention actually occurred. Furthermore, the evidence from Australia indicates that 
technical circumvention occurs in a small proportion of minors who continue to access restricted 
platforms. A qualitative study of fifteen Australian children aged 12 to 16 found that where 
circumvention did occur, the most common and lowest-effort method was simply falsifying data, by 
entering a false date of birth or using an account belonging to an older relative or friend, rather than by 
defeating the verification technology itself [49]. Therefore, the more consequential limitation appears 
to be the weakness of the verification method itself, which is consistent with the international standard 
on age assurance, as it treats an unchecked declaration of age as a weak control [1]. Additionally, the 
technical literature indicates that all age assurance systems remain vulnerable to circumvention to some 
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degree, and that a system capable of preventing every minor from reaching restricted content could not 
be built without also excluding a substantial number of adults [33]. 

Age estimation also introduces a degree of uncertainty as it provides a likelihood rather than a factual 
confirmation of age. Independent testing showed that the accuracy is the lowest near age limits, such as 
between one age threshold and another [7], which numerous age restrictions in legislation are based 
on. Accuracy of age detection also differs among different demographic groups; women showed higher 
probability of mistakes and there are also differences in accuracy depending on ethnicity and skin color 
[7, 50]. Beyond accuracy, facial estimation can also be defeated by simple means. Children in one 
Australian study described holding photographs of older faces up to the camera, presenting recordings 
of another person completing a scan, and altering their appearance with makeup, costumes, lighting, or 
facial expressions in order to pass an age check [49].  

Finally, effectiveness is limited by the unit being assessed. An age check performed when an app is 
installed does not prevent a younger user from accessing apps that an adult downloaded and verified on 
a shared device, such as a family tablet [51]. 

B) Privacy and user rights 

Whether app stores can determine the age of users through a commercially reasonable method without 
introducing significant new risks is not well supported by the available evidence. Both the literature 
and conducted interviews with stakeholders suggest several reasons. 

The first reason is the conflict with Virginia's own privacy law. In order to identify which users are 
minors, a provider must assess the age of every user, which stands in tension with the principle of data 
minimization. Most age assurance methods are in conflict with this principle, because assessing the age 
of a user requires collecting or processing personal data that a service would otherwise have no reason 
to hold [51]. What is more, this runs counter to the goal of data minimization; instead of collecting 
less, a provider must now establish an age for every user it serves [52]. This is precisely the principle 
codified in the Virginia Consumer Data Protection Act, which directs controllers to limit data 
collection to what is adequate, relevant, and reasonably necessary [10, 11]. 

The second reason is the data-sharing risks. Because any developer may request the age category of its 
users, a developer that obtains actual knowledge that a user is under 13 may thereby incur obligations 
under COPPA, including restricting the user's access and deleting personal information in order to 
remain compliant [53]. Therefore, distributing minor-status data across a large number of developers, 
most of whom neither need nor want it, could therefore create both large repositories of data about 
minors and unanticipated compliance burdens. 
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The third reason is the concentration of sensitive documents. Because the penalties in the bill create 
pressure to avoid errors, providers may gravitate toward the most definitive method available, such as 
collecting identification documents issued by the government, which those companies are reluctant to 
store because it concentrates sensitive data and increases the negative impact of potential breaches [51]. 
In October 2025, Discord disclosed that an unauthorized party had accessed a third-party age 
assurance vendor and obtained images of government-issued identification documents belonging to 
approximately 70,000 accounts, which users had submitted when appealing an age determination in 
order to comply with requirements in the United Kingdom and several US states [54]. The documents 
existed only because a legal requirement compelled their collection, and the loss occurred at a vendor 
rather than at the platform the users had chosen. This risk is most acute where thresholds below 18 are 
in use and minors themselves are asked to demonstrate their age [33]. 

In order to address the privacy concerns associated with collecting additional personal data on users, 
zero-knowledge proof has been proposed as a possible technical solution. A zero-knowledge proof 
(ZKP) would allow a user to prove a claim (e.g., being over 18) without disclosing any official 
document or date of birth. The method depends on the user first holding a credential issued by a 
trusted authority stored in a digital wallet, an application that keeps such credentials on the user's own 
device rather than on a provider's servers. When a service asks whether the holder is over a given age, the 
wallet returns only a proof of that single fact, and the underlying document is never transmitted. The 
European Commission and Google Wallet have already deployed this approach [13, 14]. Their use 
shows that stronger assurance does not always require greater collection of personal data, although 
adoption is still at an early stage. 

The provisions in question have to do with children's rights, and not merely with those of their 
parents. UNICEF has stated that age limitations may have adverse effects, since online services help 
many children, especially those who are isolated or marginalized, to engage in learning, connection, 
and self-expression. Furthermore, minors excluded from regulated platforms may turn to less regulated 
services, where they become harder to protect [55]. Thus, measures adopted on behalf of minors may 
also limit rights that belong to them, including their rights to privacy and participation. 

Parental Consent 

Parental consent is related to age assurance, but it is not an age assurance method. Age assurance 
establishes how old a user is, whereas parental consent determines whether an adult approves a 
particular action by a minor user. A provider may therefore assess age without involving a parent in any 
individual decision, as the age-signal model does. Conversely, parental consent presupposes an age 
assessment, since a provider must first determine that an account holder is a minor. In the app store 
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accountability model it operates as an additional layer placed on top of age assurance, and it raises a 
distinct set of considerations. 

The first is how parents will react to the actual consent step itself. If app-store age verification requires 
parents to provide verified consent prior to each download, purchase, or significant change, it's possible 
that this will lead to consent fatigue. When faced with repeated requests for consent, users often 
approve them without reading (thus, negating any opportunity for making an appropriate and 
informed decision) as they are overwhelmed [56]. The European Commission has acknowledged the 
risk of consent fatigue and the proliferation of consent prompts as a problem that needs to be resolved 
[57]. Therefore, whether a mandatory prompt would produce a considered decision, or instead 
become a reflexive click, is an open question that the existing evidence does not resolve. 

The second consideration is the underuse of existing tools that are already offered to parents. A 
representative 2025 study found that parents underused parental controls across every device 
examined. Only 47% used them on smartphones, and use was lowest among parents of children with 
the highest levels of screen time [58]. Another recurring challenge is usability. Parents described the 
tools as difficult to understand and navigate, and some relied on their children for help setting them up 
[58]. It remains unclear whether parents would use a mandatory consent process more consistently 
than the optional controls many already skip. 

A final concern relates to adolescent autonomy. Proposed legislation would apply to all minors under 
18, but several stakeholders interviewed by JCOTS expressed that teenagers often seek more 
independence and that parents may want to grant older teens more freedom than the bill's model 
anticipates. Research on adolescent online safety suggests that highly restrictive parental controls can 
undermine the trust between a parent and a teenager, and may produce outcomes contrary to those 
intended [59-61]. Consequently, the appropriate degree of parental involvement is likely to vary 
according to the minor’s age. A uniform treatment of all minors would  not recognize the inherent 
diversity among minors with different developmental needs and levels of maturity. 

Policy Landscape 

Virginia  

The App Store Accountability Act was introduced during the 2026 Session as SB237 [62] (Chief 
Patron: Senator Head) and as the House companion, HB757 [63] (Chief Patron: Delegate Runion). 
Both bills would add a new chapter (i.e., Chapter 60, §§ 59.1-614 through 59.1-619) to the title 59.1 of 
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the Code of Virginia and take effect on July 1, 2027. This proposed chapter places duties to app store 
providers and developers as follows.  

Duties of app store providers:  

●​ Provide account holders with a clear parental consent disclosure for each mobile app, covering the 
age rating, content description, policies for personal data collection, protection and sharing with 
third parties, and mechanisms for data protection. 

●​ Determine the age category of each individual creating an account and verify its veracity using a 
commercially available method; for a minor, that method may include an affirmative attestation by 
another individual reasonably believed to be the parent or legal guardian. 

●​ Require a minor account to be affiliated with a parent account. 
●​ Obtain verifiable parental consent from the parent account each time before the minor downloads or 

purchases an app or makes an in-app purchase. 

Duties for developers:  

●​ Assign an age rating and provide a content description for each app, including information about 
in-app purchases, and supply each app store provider with the information needed for the parental 
consent disclosure. 

●​ Verify, through the data sharing methods offered by the app store, the age category of an account 
holder and, for a minor account, whether verifiable parental consent has been obtained. 

●​ Notify the app store provider of any significant change to an app. 
●​ Use the provided age category data to enforce their own age-related restrictions, safety features, or 

defaults. 
●​ Apply the lowest age category reported where multiple sources of age data possess conflicting 

information. 
●​ Refrain from enforcing a contract against a minor without verifiable parental consent, 

misrepresenting the parental consent disclosure, or sharing age category data with anyone. 

Enforcement:  

●​ The Attorney General may bring an action in the name of the Commonwealth seeking an injunction 
and civil penalties of up to $7,500 for each violation, and may also recover the costs of the 
investigation (e.g., attorney fees). 

●​ A minor who suffers harm from a violation, or the parent of such a minor, may bring a civil action 
against the app store provider or developer, recovering the greater of actual damages or $1,000 per 
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violation, along with punitive damages where the violation was egregious, plus attorney fees, expert 
witness fees, and court costs. 

Federal and Other States 

SB237 is part of a broader and increasing trend among states to regulate the access of minors to mobile 
apps. Comparable bills are currently under consideration in numerous states, and a federal App Store 
Accountability Act (S1586/HR3149) advanced out of a House subcommittee in December 2025 [64, 
65].  

There are currently two age assurance models that states have enacted. The first is the app store 
accountability model, which SB237 follows, where duties are placed on app store providers and 
developers to verify age categories, associate minor accounts to parent accounts, and obtain verifiable 
parental consent before a minor downloads or purchases an app. Utah was the first state to enact such a 
law in 2025 [3], and Louisiana [4], Texas [5], and Alabama [6] followed. The second is the age-signal 
model, adopted by California in the Digital Age Assurance Act (AB1043) [66] and by Colorado in the 
Age Attestation on Computing Devices Act (SB26-051) [67], which does not require parental consent 
for each download. Instead, it requires the operating system provider or app store to transmit an age 
range signal to developers, who must then apply age-appropriate protections according to the age range 
received. 

Each of these laws also provides a good-faith safe harbor for erroneous signals. Neither of them requires 
a minor account to be associated with a parent account, nor do they require parental consent before a 
download, purchase, or in-app purchase, or renewed consent after a significant change. As discussed in 
the "Understanding Age Assurance" section, the age-signal model is an alternative approach that shifts 
the response to the developer, who holds the most relevant information about a given app. It also 
avoids the per-download consent step that raises the consent-fatigue concern, though at the cost of 
removing the parent from the individual download decision. Neither law is yet in effect, as California's 
takes effect in January 2027 and Colorado's in July 2028. 

In addition, two key observations can be drawn from the legislative landscape. First, no state has yet 
produced evidence that either model works because most of these laws are not yet in effect and none 
has been in operation long enough to be evaluated. Moreover, none of them, including SB237, 
requires the collection or reporting of data that would allow its effectiveness to be measured. Second, 
the app store accountability model is still being revised by the states that adopted it. Utah amended its 
law in 2026, partly in response to litigation, and Louisiana delayed and reenacted its law before it took 
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effect [68], while the constitutional challenge to the Texas law remains unresolved. These changes 
indicate that the model has not yet reached a stable form, and that a state enacting it today may need to 
amend the law before it ever becomes effective. 

 

Table 1. State and federal legislation on minors’ access to mobile apps, compared to SB237 
State & Bill Status Similarities to SB237 Differences from SB237 

Federal 
S1586 / 
HR3149 [64, 65] 

Introduced May 
2025 (pending) 
HR3149 
advanced out of a 
House 
subcommittee in 
December 2025  

Same four age categories.  
Age category verification.  
Minor accounts are associated with parent 
accounts.  
Request for parental consent and renewal.  
Real time sharing of age-related data.  
Safe harbor for developers. 

Applies only to app stores with over 5 
million US users.  
Different labels for age categories.  
Enforcement by the FTC and state 
attorneys general.  
No private right of action.  
Would preempt state laws.  

Utah 
HB498 
(amends SB 
142) [3] 

Enacted 2025 
(amended 2026) 
Effective May 6, 
2027 

Same four age categories.  
Age category verification.  
Minor accounts are associated with parent 
accounts.  
Request for parental consent and renewal.  
Covers preinstalled apps. 

Excludes emancipated/married minors.  
Enforcement now by private right of 
action only (SB237 also authorizes 
Attorney General enforcement and 
$7,500 penalties).  
No developer age rating system. 
No exemption for emergency services 
apps. 

Louisiana 
HB570 / 
Act481, 
amended by 
HB977 [4, 68] 

Enacted 2025 
(delayed and 
reenacted by 
HB977 in 2026) 
Effective July 1, 
2027 

Same four age categories.  
Age category verification. 
Minor accounts are associated with parent 
accounts.  
Request for parental consent and renewal.  
Duties for developers in managing 
age-related data. 

Excludes emancipated/married minors. 
Attorney General enforcement with a 45 
day cure period and penalties up to 
$10,000 per violation.  
No private right of action.  
Developers may rely on app store 
signals to satisfy parental consent 
duties rather than obtaining consent 
independently.  
Adds a "family account applications" 
category. 

Texas 
SB2420 [5] 

Enacted 2025 
Effective Jan. 1, 
2026 (enjoined 
Dec. 2025; 
injunction stayed 
by the Fifth 
Circuit June 
2026; Supreme 
Court declined to 
block July 2026; 
currently in 
effect) 

Same four age categories.  
Age category verification.  
Minor accounts are associated with parent 
accounts.  
Request for parental consent and renewal.  
Preconsent disclosure of rating and data 
practices. 

Applies only to new accounts. 
Excludes minors whose disabilities of 
minority are removed.  
Enforced through both a private right of 
action and laws for deceptive trade 
practices.  
Developers must delete data after age 
assurance is conducted. 
Does not cover preinstalled apps. 

Alabama 
HB161/Act 
2026-59 [6] 

Enacted 2026 
Effective Jan 1, 
2027 
(Oct 1, 2027 for 
existing 
accounts) 

Same four age categories. 
Verification for new and existing accounts. 
Minor accounts are associated with parent 
accounts. 
Request for parental consent and renewal.  
Real time sharing of age-related data.  

Excludes emancipated/married minors. 
Enforcement only by the Attorney 
General as a deceptive trade action.  
No private right of action. 
The Attorney General must adopt 
verification rules.  
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Covers preinstalled apps. 
Developers shall use the lowest age 
category received. 
App store safe harbor for verification on 
good-faith  

Florida 
SB1722 [69] 

Rejected  
(not enacted) 

Same four age categories.  
Applies to app stores, developers, and 
preinstalled apps.  
Verification for new and existing accounts. 
Request for parental consent and renewal. 
Private right of action. 
Enforcement through deceptive trade. 

Excludes emancipated/married minors.  
Would require the Department of Legal 
Affairs to adopt verification rules.  
Does not expressly require developers 
to assign age ratings. 

California 
AB1043 [66] 
(age-signal 
model) 

Enacted 2025 
Effective Jan 1, 
2027 

Age information shared with developers. 
Developers must use age information for 
compliance.  
Limits sharing age-related data with 
third-parties.  
Attorney General enforcement and civil 
penalties. 

Regulates operating system providers 
and app stores.  
Requires an age-signal rather than 
parental consent.  
No associated parent accounts or 
parental consent duties.  
Developer deemed to have "actual 
knowledge" but no prescribed response. 

Colorado 
SB26-051 [67] 
(age-signal 
model) 

Enacted 2026 
Effective July 1, 
2028 

Age information shared with developers. 
Developers must request and use an 
age-signal.  
Data restricted to the minimum necessary. 
Attorney General enforcement.  
Safe harbor for good faith. 

Regulates operating system providers, 
app stores, and apps.  
Requires an age range-signal rather 
than parental consent. 
No associated parent accounts or 
consent duties.  
$2,500 to $7,500 penalty per affected 
minor. 
Exempts open-source software, 
business apps, and code repositories. 

*Florida's SB1722 is included as a rejected bill and the federal S1586/HR3149 as a pending bill. California and Colorado 
follow the age signal model. All other bills follow the same app store accountability model that SB237 uses. 

 

A note on constitutionality 

In 2025, the United States Supreme Court in Free Speech Coalition v. Paxton [70] upheld a Texas 
age-verification law applying to pornographic websites. However, the basis for the Court's decision was 
its determination that the content at issue was obscene to minors and therefore held no constitutional 
protection for them. SB237 is different because it conditions access to lawful and constitutionally 
protected content on age assessment, rather than restricting content that is already unprotected. This 
distinction has already surfaced in court. In December 2025, a federal district court preliminarily 
enjoined Texas's App Store Accountability Act (SB 2420), finding it likely violated the First 
Amendment because conditioning the download of every app on age verification and parental consent 
was not narrowly tailored, since most apps contain speech that minors have a constitutional right to 
access [39]. The judge compared the law to requiring a bookstore to check the age of every customer at 
the door [39]. The Fifth Circuit stayed that injunction in June 2026, allowing the law to take effect, 
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and on July 6, 2026 the Supreme Court denied two emergency applications to block enforcement 
while the litigation continues [71]. The orders were brief and unsigned, with no noted dissents, and 
the Court did not reach the First Amendment question, which remains before the Fifth Circuit. The 
constitutional status of app store accountability laws, including how Free Speech Coalition v. Paxton 
applies to them, therefore remains unsettled. 

Policy Recommendations 

While the findings in this report confirm some of the concerns that motivated this kind of legislation, 
they do not establish that app store age verification will stop the harms it intends to prevent. 
Furthermore, the experience of other states shows that this legislative model continues to evolve (i.e., 
through litigation, amendment, and delayed implementation). As such, this study does not 
recommend that the Commonwealth mandate a particular age assurance model at this time, and 
instead presents the recommendations below. 

Make information and tools that already exist trustworthy and usable 

Policy options: 

●​ Require app store providers to confirm the accuracy of the age ratings and content descriptions 
through independent oversight, instead of relying only on the developers' self-assessment. A 
qualified third party (i.e., neither the app store provider nor the developer) should perform this 
audit, such as an accredited assessor of the kind approved as a COPPA safe harbor program 
(e.g., PRIVO, kidSAFE). The audit should cover, for instance, the most downloaded apps, 
those receiving a threshold number of user complaints about their rating, those that have 
undergone a significant change, or a random representative sample. App store providers should 
publish the results and file them with the Attorney General.  

●​ Require that parental controls be usable (i.e., easy to find, configurable, and understandable 
without technical knowledge). App store providers should demonstrate that these conditions 
are met through usability testing with a representative sample of parents, publish the results 
periodically (e.g., annually, monthly) and file them with the Attorney General.  

●​ Require a clear and conspicuous mechanism for users to report inaccurate information (e.g., a 
wrong age rating, an incomplete content description, or misleading claims about data 
collection) to the app store provider, and require providers to publish a summary report for 
this data periodically (e.g., annually, monthly) and file it with the Attorney General. The report 
should show the volume and category of the received complaints. 
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Take incremental steps and build in evaluation  

Policy options: 

●​ Request verifiable parental consent for downloading or performing a purchase only for 
those apps whose age rating exceeds the account holder's age category, and for any app 
involving purchases regardless of the age rating.  

●​ App store providers should provide parent accounts with a centralized dashboard for 
setting up consent preferences (e.g., granting consent for all apps at or below a given age 
rating, requiring approval for each individual download, or configuring purchases 
separately from downloads). The dashboard should be configured to require approval 
for each covered app by default, with the option for parents to customize those settings 
[58]. 

●​ Require the collection and reporting of data needed to measure whether these 
requirements work in practice (e.g., number of minor accounts verified, number of 
parental consent requests issued, granted, and denied, number of downloads or 
purchases blocked for lack of consent, volume and outcome of complaints received, etc). 
App store providers should make this information publicly available on their websites 
and through the app store interface.  
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Brief: Dot-Gov Domains   
August 2026 
 
Summary  
 
House Bill 707 aims to improve the credibility of government websites by requiring that every 
governmental organization carries a dot-gov domain. In its introduced form, no public 
institution is exempt from the bill. The bill also requires that public employees shall use a d0t-
gov email address. The bill directs the Virginia Information Technology Agency (VITA) to 
enforce the regulations provided by the bill.  
 
The bill was proposed to lessen impersonation of government websites, one step in helping 
improve overall cybersecurity throughout the Commonwealth. By having every government 
agency utilize the same website domain, citizens could be confident that the information they 
were receiving came from a valid government source.  
 
During the 2025 session, House Bill 707 was referred to JCOTS to compile stakeholder concerns 
through workgroup engagement.  
 
Overview of Dot-Gov Domains 
 
Dot-Gov is one of the many top-level domains available. Other well-kn0wn domains include dot-
com, dot-org, and dot-us. These domains are significantly easier to acquire than a dot-gov 
domain, which is only available for eligible government agencies. Because of the low eligibility 
criteria, anyone can register a website such as exampletown.com or exampletown.org.  
 
In contrast, the eligibility criteria for a dot-gov domain is strict and complicated. The 
Cybersecurity and Infrastructure Security Agency (CISA) is the agency responsible for 
determining whether or not an entity is eligible. Eligibility is based on the Census of 
Governments. If an agency is listed in this document, they are eligible, if not, they are not. Many 
stakeholders consulted for this brief mentioned the wordy and confusing language of the 
eligibility criteria. On the one hand, eligibility criteria is clearly stipulated by CISA and their 
reference documentation. On the other hand, interpreting the documentation can be 

https://lis.virginia.gov/bill-details/20261/HB707
http://exampletown.com/
http://exampletown.org/
https://www.census.gov/content/dam/Census/library/publications/2024/econ/2022ISD.pdf
https://www.census.gov/content/dam/Census/library/publications/2024/econ/2022ISD.pdf
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challenging. CISA staff acknowledged that they field many questions about eligibility and often 
need to consider eligibility on a case-by-case basis. 
 
Acquiring a Dot-Gov domain is free and provides agencies with numerous benefits. There are 
two types of dot-gov domains that would be allowed under this bill. Federal Level 
(exampletown.gov) and State level (exampletown.virginia.gov). Agencies would be free to 
determine which one they would like to switch to. Both domains have different naming 
conventions for agencies to follow that ensure the agency will remain identifiable under the 
domain. VITA oversees naming conventions for state level domains. CISA oversees naming 
conventions for federal level domains.  
 
Dot-Gov domains grant numerous cybersecurity benefits to agencies once they make the switch. 
Some of these include clarity about the organization's purpose, higher credibility and trust of the 
website, improved visibility on search engines, consistency and branding, access to government 
resources, and protection from spoofing or impersonation.  
 
The CISA website has a list of best practices for moving to the dot-gov domain. Firstly, they 
recommend that entities keep their old domain name as a redirect for the new dot-gov domain. 
This ensures that old links will still be valid after the transition, and that the old domain will not 
fall into the wrong hands, increasing the likelihood of spoofing. Secondly, they recommend all 
emails are moved to dot-gov, something that is mandated in the current version of the bill. 
Finally, they suggest using the transition period to audit existing website services, if it is within 
the capabilities of the organization. 
 
CISA has cybersecurity grants available to entities wanting to increase their cybersecurity. This 
legislation requires that 80% of the grants they give to states are used to help local entities, with 
25% designated to rural communities. This funding could help entities with the domain switch 
and other cybersecurity efforts if they apply. There are other requirements entities need to meet 
besides simply transitioning to the domain if they were to receive this federal funding. More 
information is linked here. 
 
This funding is not the only assistance offered. Although the entity would have to host their 
website and switch emails on their own, CISA offers domain name consultation, management 
support, and registration. This means that an entity does not have to worry about ensuring their 
name fits with CISA’s standards; CISA will assist them in ensuring it does. It is important to 
note that domain names are not first-come first-serve and CISA will work with entities to make 
sure they have a domain name that will remain valid for the years to come.  
 
 

http://exampletown.gov/
http://exampletown.va.gov/
http://exampletown.va.gov/
https://www.cisa.gov/cybergrants/slcgp
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Policy Landscape: Other States 
● There are numerous bills similar to 707 that have been recently passed including:  

○ Arkansas: This bill is flexible, with a statement for how agencies could bypass the 
requirements. The bill also has different implementation criteria for smaller 
localities.  

○ California: This bill has a statement regarding redirection of current websites to 
the dot-gov website. The bill also has requirements for email addresses. 

○ Connecticut: This bill only has a d0t-gov requirement for municipalities. 
○ Minnesota: This bill requires localities that administer elections to have a dot-gov 

domain address. The bill also has different requirement dates for the application 
and the transition.  

○ New York: This bill requires all municipalities to have a website with a dot-gov 
domain, even if they did not previously have a website. The bill also has specific 
requirements for the website to include. The bill also has different 
implementation criteria for smaller localities.  

○ Utah: This bill allows entities to bypass the requirements if the website is for 
internal use, temporary, or related to an event with a non-governmental 
organization. The bill also has a statement where if entities become eligible in the 
future they will have 15 months to implement the domain change. 

 
Policy Landscape: Federal 
 
Federal legislation has required federal agencies to use a dot-gov or dot-mil domain in the 
DOTGOV Online Trust in Government Act of 2020.  
 
In addition, the Department of Homeland Security has implemented a State and Local 
Cybersecurity Grant Program (SLCGP) that provides state, local, tribal, and territorial (SLLT) 
governments with grants in order to address cybersecurity threats to information systems owned 
by these SLLT governments. This funding is distributed to states, who distribute it to local 
governments, with requirements for a quarter of the funding to go to rural communities. One of 
the recommendations for how to use this funding is to implement a dot-gov domain. 
 
Workgroup Findings 
 
JCOTS convened workgroup meetings on June 23, 2026 and  July 14, 2026. A list of workgroup 
participants can be found at the end of this document. JCOTS held an open call for participants, 
without restrictions on participation (one representative from each entity was invited to attend). 
Entities that participated included VCU Health, The University of Virginia, Virginia Beach local 
government, and more.  

https://arkleg.state.ar.us/Home/FTPDocument?path=%2FACTS%2F2025R%2FPublic%2FACT929.pdf
https://legiscan.com/CA/text/AB1637/id/2832414
https://www.cga.ct.gov/2025/act/pa/pdf/2025PA-00044-R00SB-00003-PA.pdf
https://www.revisor.mn.gov/statutes/cite/471.3422
https://legislation.nysenate.gov/pdf/bills/2025/S783
https://le.utah.gov/xcode/Title63A/Chapter16/63A-16-S110.html?v=C63A-16-S110_2025032720250507
https://www.congress.gov/bill/116th-congress/senate-bill/2749/text
https://www.cisa.gov/cybergrants/slcgp
https://www.cisa.gov/cybergrants/slcgp
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Each workgroup was organized around a set of facilitated questions, and participants were not 
limited in number of contributions, nor speaking time. Although there were questions, the 
topics of discussion were not constrained to them, and participants were free to introduce 
additional topics if they wished. 
 
JCOTS received numerous documents from stakeholders prior to the first workgroup 
documenting concerns with the bill. These pre-meeting documents informed the discussion of 
the first workgroup. Listed below are some of common concerns raised in pre-meeting 
submissions: 

1) The original bill required entities using dot-edu and dot-museum domains to transition 
to a dot-gov domain. 

2) There was little intent for what an “official website for public use” meant, and what 
kinds of websites were included.  

3) School districts, an entity ineligible for a dot-gov domain, were required to utilize the 
domain per the original bill language. 

4) There is a high cost for implementation in regards to switching marketing materials to 
display the new domain name.  

5) There was little clarity in the original bill for which specific entities were eligible. 
6) There was concern that having a dot-gov domain was only one aspect of cybersecurity.  
7) There was concern of the ability for IT professionals of smaller localities to maintain the 

level of website security consistent with other dot-gov domains 
8) There were concerns about the amount of time needed to switch to a dot-gov domain 

 
June 23rd Workgroup 
Basing our questions for stakeholders off of the concerns listed in the introductory documents, 
JCOTS hosted the first workgroup on June 23, 2026. This workgroup discussed implementation 
costs outside of usual concerns for marketing materials, ways stakeholders have dealt with 
spoofing and impersonation in the past, and other cybersecurity legislation that they would like 
to see implemented alongside, or instead of, the dot-gov domain requirement. Concerns for IT 
capabilities were highlighted, along with suggestions for cybersecurity education to be 
implemented across the Commonwealth.  
 
JCOTS used the initial documents as well as the comets and suggestions from the first work 
group to facilitate the creation of a draft brief. The brief contained a summary of the bill, 
resolved stakeholders concerns, and information about relevant state and federal legislation, and 
potential recommendations for the bill.  
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July 14th Workgroup 
One week prior to the July 14, 2026, workgroup, stakeholders were sent the draft brief and the 
second workgroup centered  on their responses. Questions were asked on stakeholder’s opinions 
to potential recommendations and other states bills. Questions were also asked on potential 
implementation of the cybersecurity education campaign brought up in the first workgroup. 
Concerns for VITA enforcement were highlighted, noting that VITA does not currently have 
the capacity to enforce the bill. Implementation timelines and costs were also highlighted. When 
asked about the cybersecurity education campaign, the representative for the Virginia Library 
Association discussed the Library of Virginia’s abilities to implement cybersecurity education 
across the Commonwealth, due to the presence of libraries as community education systems.  
 
In the second workgroup, several stakeholders requested reaching out to entities that had 
recently changed their domains to a dot-gov in order to understand fiscal impacts and the time 
taken for implementation. Following the workgroup meeting, JCOTS staff contacted several 
Virginia-based entities that had recently undergone the transition. Several entities responded to 
this request for information. They generally regarded the process as tedious, with one of them 
noting a 12-month transition period, but they noted that the transition was worth it. In the case 
of one  town using a Microsoft 365 email tracking system, they observed that switching to dot-
gov was inexpensive and effortless. Although the costs of implementation were reportedly low, 
according to entities that recently transitioned, they acknowledged that the true financial burden 
was the printed media transition, communication of the change to constituents, and the system 
integration.  
 
Primary Policy Questions 
 

● Spoofing: What standards are necessary to lessen the likelihood of government website 
impersonation?  

● Confidence in Government Websites: What can be done to ensure that citizens are 
confident in the validity of their government websites? How can citizens be informed 
that their information is from a viable source? 

● Funding: How will smaller entities with little funding for IT departments reasonably be 
able to manage the change?   

● Eligibility: What classifies as a government agency? How can an agency know they are 
required to comply with a bill? Are there any exemptions that should be considered? 

● Enforcement: Who is responsible for enforcement? What is the best way to ensure 
agencies are complying with the bill? What should happen if an agency isn’t compliant? 

● Cybersecurity: Besides Dot-Gov, how else can we improve cybersecurity and 
cybersecurity knowledge across the Commonwealth? What groups are the most at-risk 
for spoofing? 
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Policy  Recommendations 
 
JCOTS recommends reintroducing the original version of HB 707 with the following 
recommendations for consideration: 

1) Modify the bill to state that the requirement only applies to entities that are eligible for a 
dot-gov domain under the CISA definition (entities listed in the Census of 
Governments).  

a) Add a provision stating that if an entity is eligible for a dot-gov and a dot-edu 
domain, they may choose either domain 

b) Add a provision stating that if an entity is eligible for a dot-gov and a dot-
museum domain they may choose either domain 

c) Add a provision to the bill stating that if an entity were to become eligible for a 
dot-gov domain following the enactment of the bill, that they would have 3 years 
after the first date of eligibility to make the transition  

d) Exempt VCU Health from the requirements of the bill. VCU Health is the only 
health system authority in the Commonwealth explicitly mentioned in the 
Census of Governments. Along with this, their commercial focus and patient-
centered identity are inconsistent with typical government agencies.  

2) Introduce a budget amendment to support small localities with the costs that come with 
the adoption of dot-gov domains 

a) Between now and November, JCOTS staff will work to develop a definition of 
“small” localities and the specific amount of the request. 

3) Require entities eligible under the bill’s provisions to list third-party vendors that may 
communicate directly with the public on behalf of a dot-gov-eligible entity, in a clear and 
easy to find location on their website or the site they use to communicate with the 
general public.  

a) Base the language off of Va. Code § 2.2-3504 
4) Implement language stating that entities that fail to comply with the provisions listed 

under the bill must submit an annual report to the Virginia General Assembly detailing 
the non-conforming domains along with an estimated fiscal audit of what it will cost to 
transition. 

5) Research Enforcement: Between now and November, JCOTS staff will work with the 
Office of the Secretary of Administration and the Office of the Attorney General to 
identify the most appropriate office to handle enforcement.  
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Policy Considerations  
 

1) Promote the use of the State and Local Cybersecurity Grant Funding that Virginia 
receives every year as a way for localities to improve their website cybersecurity and 
reduce some of the financial burdens associated with the domain change.  

2) Implement cybersecurity education and digital literacy through a freely available online 
resource distributed through the Find-It Virginia platform from the Library of Virginia 
to all Virginia Public Libraries. This can be supplemented through additional in-person 
education, training, and outreach from public library systems. 

 
How this Brief was Developed 
 
House Bill 707 was referred to JCOTS in order to compile a workgroup for stakeholder 
perspectives on the bill. Prior to the workgroups, JCOTS staff compiled relevant information 
pertaining to dot-gov domains from the Cybersecurity and Infrastructure Security Agency 
(CISA) and documents detailing concerns with the bill from each stakeholder. Using these facts 
and concerns, questions were compiled for the first workgroup. Following the first workgroup, a 
draft brief was developed from additional research and stakeholder input from the first 
workgroup. In the second workgroup, stakeholders gave input to the draft brief. Following the 
second workgroup, staff reached out to municipalities that have made the switch to a dot-gov 
domain in the past year. Then, all of the information was compiled to create recommendations 
and considerations for the continuation of House Bill 707.  
 
Thanks to 
 
Arlington Public Schools 
City of Alexandria 
City of Richmond 
Office of the Secretary of Administration 
Office of Delegate Cliff Hayes 
Old Dominion University 
Science Museum of Virginia 
University of Virginia (UVA) 
UVA Health 
Virginia Beach 
Virginia Commonwealth University (VCU) 
VCU Health 
Virginia Library Association 
Virginia Municipal League 

https://finditva.com/
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Virginia Tech 
Virginia Information Technology Agency (VITA) 
York County 
For participating in one or both of the work-groups and providing helpful information and background 
during the preparation of this brief. 
 
References 
 

Astrella, Chris. “Dot Gov Decoded: How to Switch Over to Dot Gov Domain.” Dot Gov 
Decoded: How to Switch Over to Dot Gov Domain, 
https://www.youtube.com/watch?v=tMdwmOdYlSg. 

 
Babcock, Chris. Building Trust: Quantifying Use of the .Gov Domain Below the Federal Level. 
 UC BERKELEY CENTER FOR LONG-TERM CYBERSECURITY, Sept. 2025, 

https://cltc.berkeley.edu/publication/building-trust-quantifying-use-of-the-gov-domain-
below-the-federal-level/. CLTC WHITE PAPER SERIES. 

 
Bureau, US Census. “Population of Interest.” Census.Gov, 

https://www.census.gov/programs-surveys/gus/technical-
documentation/methodology/population-of-interest1.html. Accessed 31 July 2026. 

 
“City Transitioning to Official .Gov Domain.” City of Delaware, Ohio, 7 Jan. 2026, 

https://www.delawareohio.net/Home/Components/News/News/1276/14. 
 
“Colorado Wants $2 Million to Change Its Domain Name to .Gov.” YouTube, Next9News, 

23 Dec. 2022, https://www.youtube.com/watch?v=greWaEM8fSU. 
 
Fortwrightky.Gov. “Press Release - City of Fort Wright Transitions to .Gov Domain for 

Enhanced Security.” City of Fort Wright, KY, 17 July 2024, 
https://www.fortwrightky.gov/2024/07/17/press-release-city-of-fort-wright-transitions-to-
gov-domain-for-enhanced-security/. 

 
Get.Gov. https://get.gov/help/faq/. Accessed 4 June 2026. 
 
A BILL to Amend the Code of Virginia by Adding in Chapter 55.3 of Title 2.2 a Section 

Numbered 2.2-5514.2, Relating to State Government; Transaction of Public Business; 
Prohibited Website Domains. 55.3, 2.2, no. 707, 14 Jan. 2026. 

 
Requirements for the Registration and Use of .Gov Domains in the Federal Government | 

Digital.Gov. 14 May 2024, https://digital.gov/resources/requirements-for-the-
registration-and-use-of-gov-domains-in-the-federal-government. 

 
 
 

https://www.youtube.com/watch?v=tMdwmOdYlSg
https://www.youtube.com/watch?v=tMdwmOdYlSg
https://www.youtube.com/watch?v=tMdwmOdYlSg
https://cltc.berkeley.edu/publication/building-trust-quantifying-use-of-the-gov-domain-below-the-federal-level/
https://cltc.berkeley.edu/publication/building-trust-quantifying-use-of-the-gov-domain-below-the-federal-level/
https://cltc.berkeley.edu/publication/building-trust-quantifying-use-of-the-gov-domain-below-the-federal-level/
https://cltc.berkeley.edu/publication/building-trust-quantifying-use-of-the-gov-domain-below-the-federal-level/
https://www.census.gov/programs-surveys/gus/technical-documentation/methodology/population-of-interest1.html
https://www.census.gov/programs-surveys/gus/technical-documentation/methodology/population-of-interest1.html
https://www.census.gov/programs-surveys/gus/technical-documentation/methodology/population-of-interest1.html
https://www.census.gov/programs-surveys/gus/technical-documentation/methodology/population-of-interest1.html
https://www.delawareohio.net/Home/Components/News/News/1276/14
https://www.delawareohio.net/Home/Components/News/News/1276/14
https://www.delawareohio.net/Home/Components/News/News/1276/14
https://www.youtube.com/watch?v=greWaEM8fSU
https://www.youtube.com/watch?v=greWaEM8fSU
https://www.fortwrightky.gov/2024/07/17/press-release-city-of-fort-wright-transitions-to-gov-domain-for-enhanced-security/
https://www.fortwrightky.gov/2024/07/17/press-release-city-of-fort-wright-transitions-to-gov-domain-for-enhanced-security/
https://www.fortwrightky.gov/2024/07/17/press-release-city-of-fort-wright-transitions-to-gov-domain-for-enhanced-security/
https://www.fortwrightky.gov/2024/07/17/press-release-city-of-fort-wright-transitions-to-gov-domain-for-enhanced-security/
https://get.gov/help/faq/
https://get.gov/help/faq/
https://digital.gov/resources/requirements-for-the-registration-and-use-of-gov-domains-in-the-federal-government
https://digital.gov/resources/requirements-for-the-registration-and-use-of-gov-domains-in-the-federal-government
https://digital.gov/resources/requirements-for-the-registration-and-use-of-gov-domains-in-the-federal-government

	1_AI Chatbots Supplementary Report_FINAL.pdf
	2_AgeAssuranceReport.pdf
	Executive Summary 
	Key Concepts 
	Introduction 
	Understanding Age Assurance 
	Policy Landscape 
	Policy Recommendations 

	3_707Report.pdf

